
Security

hether your smart-
phone is constantly 
glued to the end of 

your hand, or you find your-
self pulling your tablet out 
constantly now instead of 
hopping on your laptop or PC, 
it’s fair to say that these de-
vices have made themselves 
well at home in our lives.

It is estimated that there 
are 1.75 billion smartphones 
in use in the world today. 
Though tablets are relative-
ly newer technology, it’s be-
lieved in 2015, that their mar-
ket penetration will reach 13 
per cent, a 177 per cent rise 
from the 2012 figure. When 
we look at Ireland specifi-
cally, the New Media Fore-
casts Report suggests that we 
will become the third most 
digitally engaged country in 
2015, of the 19 major digital 
markets profiled.

Given the widespread use 
of tablets and smartphones 
by the public in Ireland, it’s 
unsurprising the corporate 
world has had to find a way 
to adapt. With such a wide 
variety of powerful devices 
on the market, people don’t 
want to be using sub-par 
corporate devices when their 
personal ones often suit their 
needs better. And with em-
ployees expecting to be able 
to use their own phones and 
tablets to access work net-
works, businesses have had 
to get on the Bring Your Own 
Device (BYOD) bandwagon 
and implement policies to 
cater for this.

Intel was one of the first to 
officially adopt a BYOD pol-

icy, back in 2009. However, 
we have been a little slower 
to adapt across Ireland, ac-
cording to Nicola Mortimer, 
head of business products, 
marketing and operations for 
Three Ireland.

“BYOD became a big buzz-
word probably two years ago 
here, and has continued as 
that. The whole policy around 
managing devices and the 
content that’s on those devic-
es became really important. 
Companies have gotten used 
to managing the data that 
goes to and from phones but 
tablets created that additional 
level of complexity around 
what employees could ac-
cess, because they are pretty 
much fully blown computers. 
You definitely need to protect 
the information that’s going 
into those devices and have 
policies set up around what 
can and can’t be done, what 
can people access on that 
device,” she said.

While BYOD policies have 
been increasing in popularity 
over the last couple of years 
here, Barry Tierney, Voda-
fone’s head of enterprise 
marketing said most compa-
nies are still coming around 
to it. “BYOD, even though 
it has taken off, it probably 
hasn’t taken off to the extent 
that people initially thought 
it would. People have gone 
a lot more CYOD [choose 
your own device]; they’re 
allowing people a lot more 
to choose their own device. 
We will see BYOD become a 
lot more prevalent. I think 
it’s one of those things that 

has taken a little bit longer 
to come. Some companies 
are doing it but I think it’s 
a generational change,” he 
said.

Adopting a bring your own 
policy does require a massive 
change in the way a company 
views its use of technology, 
but it’s a change Quentyn 
Taylor, director of informa-
tion security at Canon, said 
was necessary. 

“We’ve had the BYOD pol-
icy in place for about a year 
now. It’s been very success-
ful; the users are very happy 
with the change in mindset. 
Really, it’s a natural evolution. 
I think any large corporate 
entity will be going down this 
kind of route. At some con-
ferences I’ve been talking at, 
I’ve been speaking to people 
and all those who said they 
don’t have a policy, I asked if 
their users are just using their 
own devices anyway and I 
don’t think I’ve met many 
people yet who say they don’t 
have a policy and their users 
aren’t doing it,” said Taylor.

There are huge risks as-
sociated with allowing your 
employees access your 
company network without 
first obtaining some level of 

control over the device in or-
der to secure it. Indeed, this 
is why overt BYOD policies 
have become popular in the 
first place.

“Often, users were defin-
ing the BYOD policies within 
organisations. People were 
turning up with devices, go-
ing to IT and saying ‘I want 
to use this’. If it’s a senior 
executive and he’s turning 
up with his nice new iPhone 
or whatever, then IT were 
being forced into managing 
this device as an exception. 
That’s the worst case sce-
nario, because you need to 
have policies in place early, 
very clearly defined policies, 
so that anybody who does 
want to use their own device 
isadhering to your policies, 
rather than you having to 
adapt to them,” said Dermot 
Hayden, country manager 
for Sophos.

Even if your employee is 
only accessing their work 
email on their phone or 
tablet, without using oth-
er company applications, 
the chances are sensitive 
corporate data is still being 
constantly accessed on the 
device. If the device is lost or 
stolen, there is a risk that this 
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With our smart devices playing 
a central role in our personal and 
work lives, the corporate world 
has had to adapt to our preferences 
with ByOD (bring your own device) 
policies, writes Aoife Valentine

This is where the 
challenge with 
BYOD can often 
be, when someone 
says, hold on you’re 
asking me to use my 
device to do work 
and you’re actually 
putting a level of 
restriction on it. The 
whole point is that 
you shouldn’t be 
restricting people; 
you should just 
be ensuring that 
they’re always 
secure
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data will fall into the wrong 
hands.

“No matter how much 
education you give, people 
are going to lose devices so 
you’ve got to think of a plan 
for that. You want to think 
about mandatory encryp-
tion and if the device does 
get lost, that the data cannot 
be accessed. You’re going to 
want to think about putting 
mandatory passwords on the 
devices as well and make 
sure you control the strength 
of those particular passwords. 
You’ll want to make sure you 
have something like selective 
wipe, because if a user leaves 
your organisation, you want 
to be able to only wipe away 
the corporate data and not 
all of their personal data,” 
said Taylor.

In many cases, such as 
with Vodafone and Three, 
mobile companies who offer 
tablets and smartphones are 
also offering mobile device 
management systems for 
companies to secure devic-
es they own, but also devices 
added to the company net-
work through BYOD.

“Mobile device manage-
ment will at a minimum al-
low you secure the device, 

do policy set ups, and do re-
mote wipes and locks if the 
device is lost and that can be 
sold per user per month so 
it isn’t a large investment in 
offering this. It can be from a 
very straightforward license 
that does a very minimum 
amount of device manage-
ment to a more secure, multi-
role, policy-driven set-up, 
so it really depends on the 
company’s specific needs,” 
said Mortimer.

Hayden said companies 
and employees must be clear 
on three things for these pol-
icies and security measures 
to be worthwhile: who owns 
the device (the employee, in 
a BYOD scenario); who man-
ages the device (the compa-
ny); and who is securing the 
device. “That’s a joint effort; 
yes, the company can put 
products and processes in 
place but ultimately the ac-
countability rests with the 
employee. Just because it’s 
their device, there needs to be 
clear guidelines that now it’s 
being used for corporate data, 
that they need to be cognisant 
of that and follow all the cor-
porate policies around that,” 
he said.

Establishing these roles 

and reaching agreement 
with employees on them is 
key to BYOD policies oper-
ating smoothly and to avoid 
frustration on the employees 
end, according to Mortim-
er. “What we would have 
found is that if you imple-

ment too much security on 
the device, you can turn off 
the user from using it at all, 
so it is a balance that’s really 
about being able to control 
access and then being able 
to remote lock and wipe as 
quickly as possible as soon as 

it’s reported,” she said.
Michael Conway, director 

at Renaissance Contingency 
Services, agreed that this is a 
necessity. “This is where the 
challenge with BYOD can 
often be, when someone 
says,:‘Hold on, you’re ask-
ing me to use my device to 
do work, and you’re actually 
putting a level of restriction 
on it. The whole point is that 
you shouldn’t be restricting 
people; you should just be 
ensuring that they’re always 
secure.” 

But giving over access to a 
personal device to your em-
ployer does raise a question 
of privacy, even if restrictions 
on the operation of the de-
vice aren’t enforced by the 
security measures. Hayden 
said this was something em-
ployees had to accept if they 
want their devices attached 
to the corporate network. 

“There is a trade-off there. 
If you are going to use a per-
sonal device for work and it is 
going to have corporate data 
as well as your own person-
al data, you have to give up 
some degree of control on the 
device in order to ensure that 
the corporate data is protect-
ed,” he said.

Though the first BYOD- 
friendly companies wouldn’t 
have had the same technolo-
gy, developments in software 
over the last two years has 
meant it’s now possible to 
separate corporate and per-
sonal data on the device, even 
if that device is ultimately 
managed by the business. 

“You can lock down the 
parts of the device which are 
company-related, and you 
can lock down the parts that 
are personal. Typically, all the 
company-related informa-
tion is in a sandboxed part of 
the device so if you’re wiping 
a device, you don’t need to 
wipe everything and people 
wouldn’t lose their private 
photos,” said Tierney.

While the employee owns 
the device, typically the 
company foots the phone 
(or data) bill. This can get 
complicated, where the em-
ployee is racking up big bills 
using the device in a purely 
personal capacity. If this is 
becoming an issue, there is 
software available to allow for 
split billing on BYOD devices. 

“We offer a telecom ex-
pense management service, 
which is an online portal that 
allows companies separate 
personal calls and business 
calls. What it does is allow 
calls to be tagged as personal 
and a separate bill summary 
can be produced for that. That 
can then be deducted from 

source by Payroll. But you do 
find a lot of price plans now 
will have unlimited texts, 
calls built in and it actual-
ly is the data that differen-
tiates the plans so it really 
depends,” said Mortimer.

All-inclusive packages 
are popular in the business 
world today, making personal 
use less of a concern, except 
where roaming is concerned, 
according to Tierney. 

“What people are getting 
very concerned about is the 
level of usage people have. 
We’ve brought out some 
solutions now that allow 
you to control what data 
you can access and where 
you can access it from. Com-
panies can go in and put on 
restrictions to say that while 
you’re roaming, you can ac-
cess your email and certain 
applications, but you can’t 
access Netflix or YouTube, 
and that just allows people 
to let their staff roam with 
a lot more comfort; they’re 
not exposed by you doing a 
whole load of crazy usage.”

Up until now, BYOD pol-
icies have largely applied to 
smartphones and tablets, but 
this is likely to expand much 
further over the coming 
years. With many big play-
ers working on wearable tech 
products, Mortimer believes 
it won’t be long before these 
devices make their way into 
the workplace as well. 

“Wearables are increasing-
ly more integrated and con-
nected to the mobile phone, 
and will be an additional de-
vice that needs to be consid-
ered in BYOD programmes. 
This may create both an op-
portunity and challenge for 
organisations in the future,” 
she said.

A change to BYOD when it 
comes to end point comput-
ing would be a much larger 
challenge for organisations, 
but it’s one Taylor believes 
firms will soon face, as-
suming security technology 
keeps up with the pace of 
change. 

“Over the next few years, 
it’s going to change to the 
point where the end point 
computing device will start 
to go in this direction. Not for 
the moment, however, be-
cause there’s not the ability 
to manage it yet. But as the 
mobile device management 
suites start to catch up and 
say it’s any kind of end point 
computing device that can go 
in that solution, then I think 
we’ll start to see the smaller 
companies start to change 
over. That will have a very 
interesting impact on IT de-
partments.”

Barry Tierney, head of 

enterprise marketing 

at Vodafone


