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 COVER STORY

nderstanding threats 
is the best way to 
fight them. You aren’t 

going to stop all of the attacks, 
but there is no point living in 
fear. Just because someone 
can steal data doesn’t mean 
they win. You can take con-
trol if you are ready to react. 
For Irish businesses, that 
means having a quick and 
effective reaction plan.

“Irrespective of the level of 
control you put in place, you 
are going to have a breach. 
The big question is how you 
respond. The big challenge is 
to identify a breach quickly. 
The mean number of days 

that malware is on a network 
before discovery is 204. The 
other scary thing is that in 
70 per cent of cases, com-
panies find out from a third 
party rather than finding out 
for themselves,” John Ryan, 
chief executive of Zinopy, told 
Connected.

“You need a security in-
telligence platform. Have a 
partner that will gather infor-
mation to identify a breach as 
early as possible. You need a 
response plan to be pre-de-
fined. Who handles it from a 
technical point of view? Who 
handles the PR side? Who 
tells the staff? Who tells the 

regulators? All of these issues 
need to be planned ahead of 
time,” said Ryan.

“How you engage with 
your customers and how 
quickly you tell them what 
they need to do is vital. That 
comes down again to repu-
tation management,” he said.

Ryan said that by empow-
ering users, businesses can 
prevent reputational damage 
in advance of a breach. Giving 
the customer control makes 
that customer feel valued.

“A lot of financial organisa-
tions are providing custom-
ers now with tools to protect 
their PCs. Trojans are typical-

ly what hackers use, stealing 
and changing information as 
it travels. Now a lot of banks 
are providing protection to 
identify and stop this.”

The problem security 
experts often face is that 
they are mistakenly seen 
as prophets of doom. The 
barrage of threats can make 
users feel like there is noth-
ing they can do to really be 
safe. Knowledge is the real 
weapon to fight back.

“People just need to be 
aware that there is ultimately 
nowhere private out there. If 
you are involved in anything 
online, you need to be aware 

of the potential risks. I sound 
like an old grey haired per-
son, but people used to be 
more careful,” said Michael 
Conway, director of Renais-
sance.

“Everybody has a respon-
sibility to be aware of threats 
online. If you are exposed out 
there in any way, you need to 
be aware of it,” said Conway.

“You can be profiled com-
pletely. You may have one 
place for sports, another 
for family, another for your 
social life, and another for 
business. All of those plac-
es out there have different 
pieces. It’s very simple to link 
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all of these elements together, 
there are common threads, 
and then you can find out an 
awful lot about someone. The 
ability then to steal or take 
some of this data is straight-
forward.”

Conway said that while the 
user needs to take responsi-
bility, businesses must also 
realise that a poorly man-
aged reaction to a breach 
can prove fatal. “If it hits 
you, it could potentially de-
stroy your business. If your 
data is compromised, that 
could ultimately be the to-
tal and utter destruction of 
your business. A lot of these 
are because people weren’t 
aware of the threat,” he said.

For companies to under-
stand what they need to do to 
be ready for a breach, it helps 
to understand the minds and 
expectations of users.

“There are people who 
readily give information 
and know they are, but there 
are people who don’t realise 
they are doing so when they 
make a purchase online. It’s 
not that they are freely giving 

their information, it’s that 
they don’t know it’s be-

ing made available,” 
said Angela Mad-

den, managing 
director of Rits.

“With that 
latter group, 
there is an 
expectation 
that there 
are suffi-
cient con-
trols in place 
to protect 
their infor-
mation on-
line. The first 
group, who 

know they are 
sharing it, are 

consenting to 
information be-

ing made available,” 
said Madden.
“In either case, you 

expect some level of priva-
cy. Unless a person is willing-
ly making their data public, 
it’s disgraceful that organi-
sations don’t have sufficient 
security controls. It’s only a 
matter of time before they are 
hit due to a lack of adequate 
security. What we see in the 
media is only a fraction of 
what is happening on a day 
to day basis, organisations 
often try to hush it up and 
not inform users, particu-
larly with companies based 
in non-EU countries which 
don’t face the same regula-
tory controls,” Madden said.

To be prepared, Madden 
said businesses need to think 
beyond the technical nature 
of a problem. Users don’t care 
about the minutiae, they care 
about how your business is 
going to make them safe.

“Companies need an inci-
dent response plan in place 
built around far more than IT. 
It’s not just about fixing the 
holes, there needs to be a PR 
action plan in place. 

“A lot of organisations only 

assess from a technical per-
spective. It’s not just an IT 
problem, it’s a people prob-
lem. If they involve the busi-
ness from the start and do a 
proper risk assessment, they 
can plan for the exposure 

they have,” said Madden.
“Organisations need to 

look at the information 
they have, how they collect 
it, and how they classify it. 
Have the controls in place 
and be prepared well in ad-

vanced for when it all goes 
pear shaped. What you don’t 
want is someone from IT to 
give a different message to 
the business side. You need 
to be consistent in your mes-
saging.”
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