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Cost and Complexity of 
pCi ComplianCe shouldn’t 
sCare irish firms

PCI and EnCryPtIon
seCurity watCh

Effective encryption 
not implemented in 
many businesses

n the wake of a data 
breach of any kind, 
one of the first reassur-

ances sought by those whose 
private information has been 
threatened is whether encryp-
tion has been used to shield 
their details. However, while 
it may seem like something 
that should come as standard 
when referring to any business 
which deals in financial data 
in particular, Michael Conway, 
director with Renaissance, said 
encryption of payment card 
data was an area where “there 
is a lot of talk and frankly not 
as much implementation as 
there should be”.

“A genuinely robust solu-
tion is developed and designed 
from the ground up and does 
not compromise on security at 
any point,” said Conway. How-
ever, “in practice”, he added, 
“we see organisations taking 
significant liberties and risks 
with consumers data and often 
treat it with little respect”.

Encryption, said Conway, 
was not in any way as wide-
spread as it should be and 
he added that the number of 
unencrypted USB devices or 
mobile devices with commer-
cially or consumer-sensitive 
data was “beyond belief”.

Jonathan Boyle, security 
specialist for Data Solutions, 
agreed that, in an “ideal” world, 
an “end-to-end encryption 
policy, whereby all sensitive 
data is encrypted throughout 
any given transaction process, 
right from the retailer all the 
way to the bank”, would be 
standard practice, but this was 
not always the case.

So what type of encryption 
solution should be imple-
mented to protect payment 
card data in particular? Rits In-
formation Security managing 
director Angela Madden said 
the basic starting point was to 
“protect the encryption keys 
in a safe place”. Though Mad-
den said she had seen “some 
implementations” where the 
encryption keys were, quite 
ridiculously, stored on the 
same server as the data “in 
clear text”.

“If the server was to be com-
promised the hacker would 
have the encrypted data and 
the key,” said Madden. 

Brendan Gormley, Ward 
Solutions’ senior information 
security consultant, agreed 

that human error rather than 
encryption technology failures 
could be the most pressing is-
sue for Irish businesses.

Gormley said the success 
of any encryption solution, in 
terms of PCI data standards 
compliance, weighed “not 
only on the technical product 
used, but also on the processes 
and procedures that are im-
plemented” by the company 
in question.

To create that secure envi-
ronment, Gormley said some 
of the key elements of the 
solution might include using 
secure, well-tested algorithms 
such as those prescribed in the 
well-recognised Advanced 
Encryption Standard (AES), 
created by the US National In-
stitute of Standards and Tech-
nology. In addition, he rec-
ommended, “implementing 
processes to ensure all systems 
that need encryption are con-
figured before being deployed 
and the use of hardware tokens 
or two-factor authentication to 
access the most sensitive in-
formation and systems, among 
many others”.

or some businesses, 
the process of meet-
ing the PCI Data Se-
curity Standard (PCI 

DSS) can seem a daunting 
and seemingly expensive 
prospect. Take a glance at 
some of the detailed ven-
dor brochures on the subject 
and you can understand the 
trepidation.

However, as Data Solu-
tions’ security specialist 
Jonathan Boyle put it, the 
stark reality for companies 
who don’t tackle the issue 
head on is that “the biggest 
cost associated with PCI 
compliance is the cost of re-
pairing the damage caused 
by a security breach”.

Boyle said that were you 
to take a chief information 
officer from an organisa-
tion that has suffered a data 
breach, they will likely all 
advise other companies to 
spend money on “hardening 
your IT infrastructure ini-
tially” rather than suffering 
the costs and other conse-
quences of such an incident.

Gerry Harvey, general 
manager with Commtech, 
did note that “full PCI DSS 
compliance can be a costly 
activity” between firewall 
design and configuration, 
anti-virus scanning, data 
activity logging and audit-
ing, password and access 
control, as well as personnel 
vetting and training all regu-
lar and critical components.

“Add to this testing of the 
security system itself and 
you can see how the cost 
can mount up,” said Har-
vey, though he again came 
back to the fact that all this 
outlay “has to be compared 

with the costs of customer 
flight” due to any type of 
data breach.

“Much of the complexity 
and additional cost of PCI 
compliance often comes 
from a lack of organisation 
and leadership,” Chris Yule, 
senior security consultant 
for Dell SecureWorks, told 
Connected.

In some of the less or-
ganised examples he’s seen, 
compliance requirements 
are passed to different parts 
of the organisation for im-
plementation, with no real 
insight into how they relate 
to each other or what ad-
ditional impact they may 
cause in terms of resources.

Renaissance director Mi-
chael Conway said “many 
of the challenges and costs 
in implementing [PCI DSS] 
controls are because the un-
derlying philosophy of the 
organisation is not one of 
compliance, rather it is one 
of just doing what is asked”.

In other words, added 
Conway, “if people started 
by doing things correctly, 
then implementing con-
trols would not be as cost-
ly. Fixing something that is 
broken and processes which 
are broken is much more 
expensive than reporting 
and implementing what it 
is doing correctly”.

Dell’s Yule said that for 
companies beginning to face 
the issue in earnest, having 
someone formally assigned 
to security leadership was 
crucial in driving compli-
ance in a cost-effective way. 

In many organisations 
that will be a chief infor-
mation security officer. In 

smaller organisations it may 
be somebody with multi-
ple roles who is tasked with 
spending a portion of their 
time on security leadership.

For almost any organi-
sation, Yule said, having a 
relationship with a secu-
rity partner who can help 
build a picture of the com-
pany’s security landscape 
compared with peers and 
industry best practice was 
an important way to ensure 
security budgets were spent 
in the correct manner.

Elsewhere, Angela Mad-
den suggested that the cost 
and complexity involved in 
PCI DSS compliance could 
be offset by securely seg-
regating off the card holder 
environment. The Rits In-
formation Security manag-
ing director said that in such 
cases, “the entire network 
does not have to be PCI 
compliant”.

However, Madden said, 
the easiest way to reduce 
cost and complexity could 
be to outsource to a certi-
fied PCI service provider 
and “ensure that they do 
not store, process or retain 
card holder information on 
their own systems”.

Joachim Schneider, data 
protection product man-
ager with Sophos, added 
that companies should be 
aware from the outset that 
spend on reaching PCI DSS 
levels could have knock-on 
benefits, with many of the 
requirements involved “also 
very good practice for pro-
tecting an enterprise’s IP or 
other critical data, so there’s 
some additional value hid-
den behind that cost”.

the process of becoming pCi compliant isn’t nearly as 
complicated as the problems faced following a data breach
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when looking 
for encryption 
solutions to protect 
payment data, 
some companies 
are making basic 
errors

Michael Conway, director, Renaissance

In AssocIAtIon wIth 
The InTernaTIonal Cyber  
ThreaT Task ForCe       

The Cyber ThreaT SummiT 2014
SepTember 11Th | ConvenTion CenTre | Dublin

What’s your Cyber 911?
www.cyberthreatsummit.com

are proud to present

Tickets €199 + VAT  |  Special price for Connected readers  |  Call adrian on 087 6811830 

Michelle  
hourigan,  

Senior Professional 
Indemnity  

Underwriter   
‘cyberEdge – the 

Insurance solution’

Paul C Dwyer,  
President   

International Cyber 
Threat Task Force
‘cyber threat 2014 

– setting the scene’

Chuck Georgo,
Executive Director, 
nowheretohide.org 

‘hit Me with Your 
Best hack’

David snow,
Head of Special 

Investigations, Zurich 
www.davidsnow.com  

‘national Identity 
theft & Insurance 

Fraud’

Tony sales,  
“Britain’s Greatest 
Fraudster” ex con 

and now working for  
retail Fraud  

Uncovered Uk
how to steal  

Everything, From 
Anyone

ronan  
McGuinness,

CIO,  
Pinebridge  
Investments 

‘thick as thieves…
Its time to work 

together’  

Learn of the Cyber threat LandsCape
SPEAKERS INCLUDE:

C-sept14-p30-31.indd   3 02/09/2014   16:10

Bernie
Highlight

Bernie
Highlight


