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PCI and EnCryPtIon
Security watch

rish businesses may need to 
go above and beyond the cur-
rent payment card industry 

data security standard (PCI DSS) to 
ensure customers of genuine data pri-
vacy, security experts have warned. 

According to Angela Madden, 
managing director with Rits Infor-
mation Security, many businesses 
“rely too much on just the specifics 
within the standard instead of using 
it to supplement their own internal 
security framework”.

Madden said the issue centred 
around the PCI standard in itself not 
being able to guarantee the security 
of the credit card data as it was not 
“in-depth enough”. In reality, said 
Madden, procedures and processes 
could be ignored, either deliberately 
or unintentionally, leaving data vul-
nerable to misuse or theft.

“In addition, organisations are too 
trusting in terms of the third-party 
PCI compliance and can often assume 
that a third party is compliant and 
often they are not,” added Madden.

Covering policies, procedures, 
software design, security controls 
and network architecture, the re-
quirements involved in PCI DSS aim 
to help build and maintain a secure 
network and protect cardholder data 

at all times.
Madden said that while PCI DSS 

was very specific “around the actual 
card holder data”, it did not “cover 
other security issues about safe-
guarding customer data”. For exam-
ple, she said, if an organisation used a 
redirect on its website to a PCI-com-
pliant payment processor, “then it 
only has to comply with a limited set 
of data security standards”.

Jonathan Boyle, security specialist 
with Data Solutions, told Connected 
that a lack of “rigorous” security au-
dits by companies asked to adhere to 
official payment card standards had 
led to numerous breaches. Though 
in terms of safeguarding customer 
data, in his opinion the biggest flaw 
in the current industry standard sur-
rounded the issue of “encrypting data 
in motion”.

Boyle said that, at present, PCI DSS 
“only requires data to be encrypted 
when it is static, but it can be argued 
that some of the most successful at-
tacks happen as a result of intercept-
ing data in motion”, offering up the 
recent large-scale target breach in the 
US as one example of this.

In defence of PCI data security 
compliance levels, Joachim Schnei-
der, Sophos product manager for 

data protection, said the established 
standard was “a solid and coherent 
framework for secure data process-
ing” and that in his view “it would 
also provide an adequate framework 
for the protection of other sensitive 
data”.

Schneider added: “To me, the 
regulations seem mostly sufficient. 
I’d like to see a little more rigour in 
some aspects, but this may be just 
too cumbersome for some, especially 
smaller, entities.”

As a rule, Stephen Scott, a qualified 
security assessor (QSA) with Espion, 
said the important thing to remember 
was that like almost any compliance 
standard in any industry, PCI DSS was 
designed to set a minimum baseline.

While not wanting to make any 
“sweeping statements” about Irish 
businesses in general, Scott did say 
that there were some out there who 
dealt in payment card data who 
“didn’t take heed” of the compliance 
expectations, while others met the 
baseline and carried out an annual 
audit simply as a “box-ticking ex-
ercise”.

“If I went in to do an annual audit 
and the company isn’t, on an on-
going basis, meeting and exceeding 
that standard, they’re wide open to 
attack,” said Scott, giving the example 
of a UK business he’s worked with 
for six years as offering the right ap-
proach to the issue.

“They bring us in every three 
months to do spot checks, and they 
get better over time. Year-on-year 
they improve and keep their staff 
on their toes, which makes them 
proactive. 

“And the fact that I’m there every 
quarter keeps them aware of the need 
to be compliant. But even with that, 
I still find issues.”

Commtech general manager Ger-
ry Harvey agreed. “Ultimately,” said 
Harvey, “organisations cannot simply 
implement a standard like PCI DSS, 
get the certification and then become 
complacent. It is the responsibility of 
companies to ensure they take all the 
necessary steps to protect their and 
their customers’ data. Total security 
is something no standard can ever 
provide.”

Pci compliance is expected from any company 
dealing with online payments, but are present 
standards enough to provide for genuinely 
secure options? JJ worrall investigates
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ore mature and pro-
fessional” is the ver-
dict of Chris Yule, 

senior security consultant 
for Dell SecureWorks, on the 
standard of credit card-tar-
geting cyber-criminals faced 
by the security industry at 
present.

Yule makes the point that 
many cyber-criminal groups 
gathering and using payment 
card data from unsuspecting 
users and under-prepared 
businesses will now often 
develop and sell advanced re-
lated malware to other groups.

These groups will in turn 
use the malicious software 
to hunt down and steal pay-
ment card data, “which can 
then be sold very easily on 
the mature black market”. It’s 
a lucrative and “remarkably 
straightforward” business en-
terprise, said Yule.

“With the profits made, 
further investments can be 
made into staying one step 
ahead of detection,” he said, 
while those with malicious 
intentions can benefit from 
the fact that organisations 
which use the PCI Data Se-

curity Standard (PCI DSS) 
as their sole security driver 
“aren’t developing to meet the 
latest threats”.

Michael Conway, direc-
tor with Renaissance, told 
Connected that the litany of 
credit card breach stories of 
the past 18 months – from 
Loyaltybuild to Target and 
beyond – indicated that there 
was “increasing opportunity 
in the card area but perhaps 
also decreasing opportunity 
in other areas”.

“Cyber-criminals are 
smarter than ever and are 

very sophisticated, so they 
will see targeting credit card 
data as a good and fruitful 
business,” said Conway. 

“Also, there has been a dra-
matic growth in non-cash 
transactions, which means 
that the non-cash, card-based 
economy is larger than ever 
and there are more opportu-
nities to achieve large ill-got-
ten gains.”

For Angela Madden, man-
aging director with Rits In-
formation Security, the suc-
cess rate of credit card data 
fraudsters in recent times 

was down to both a cleverer 
community of criminals as 
well as a security industry 
struggling to keep pace the 
threat at hand. “I would say 
it’s a combination of both,” 
she said.

“We have seen an increase 
in the number or targeted 
social engineering attacks 
on Irish companies [which] 
could lead to the loss of data, 
including credit card data,” 
said Madden.

As breaches continue to 
occur though, for Irish cli-
ents who do suffer credit card 

fraud there is an element of 
“luck” to be thankful for, said 
Brendan Gormley, Ward Solu-
tions PCI specialist.

“In Ireland the banks are 
responsible for dealing with 
fraud on the account, which 
gives them a good incentive 
to put all of the protections in 
place to minimise the risks,” 
added Gormley. 

“In other countries the card 
user is responsible, which is 
unfortunate as in many cas-
es they have little control of 
the security mechanisms in 
place.”
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