
Advanced per-
sistent threats 
and the risk of 
damage to a 
firm’s reputation 

are driving new levels of secu-
rity awareness at board level in 
Irish companies – but they can 
miss the big picture, according 
to Pat Larkin, chief executive 
of information security spe-
cialist Ward Solutions.

“Historically, and up to 
about five years ago, IT staff 
really struggled to get high lev-
el attention for the importance 
of security. But now awareness 
has grown and senior mem-
bers of the board are asking 
increasingly well-informed 
questions about their organ-
isation’s security strategy and 
posture,” he said.

This newfound interest in 
what was once considered a 
dull aspect of IT is been driven 
by concern at the number of 
high-profile security breaches 
suffered by companies around 
the world in recent years.

“Once people turn the vol-
ume up on security issues and 
events like those get a lot of 
attention, then the board be-
comes very interested,” said 
Larkin. 

“But the IT security sector 
is known for the amount of 
hype it generates and so you 
end up with that noise feed-
ing into your organisation at 

a higher level. This can cause 
confusion as to where se-
curity investments are best 
made and which particular 
problems need to be solved,” 
said Larkin.

Advanced persistent threats 
(APTs) are the opposite of the 
more usual indiscriminate and 
opportunistic cyber-attacks. 
Instead of being random, 
they are tailored specifically 
to a specific victim compa-
ny and attack from multiple 
directions at the same time, 
not giving up until they get 
their target.

Because they are expensive 
to set in motion and require 
relatively sophisticated tools, 
APTs are typically used to ob-
tain commercially valuable 
intellectual property or to 
bring large multinationals to 
a grinding halt for ideological 
reasons.

“We’re seeing lots of noise 
from the security industry 
about advanced threats and 
the technologies that address 
them. There is a lot of hype 
which is creating a self-ful-
filling loop, bringing the idea 
to the board level and hence 
to the IT department.”

For companies with an 
immature or piecemeal ap-
proach to IT security, threats 
like APTs are unhelpful, ar-
gues Larkin, because they dis-
tract from more likely risks 

and encourage companies to 
spend money in an unstruc-
tured way, patching perceived 
weaknesses rather than build-

ing upon firm foundations.
“We’ve seen companies 

making investments in order 
to be seen to be doing some-

thing. Such organisations of-
ten are spending a lot of mon-
ey on security, and some of the 
advanced threat technology 

is very, very expensive. You 
can spend hundreds of thou-
sands of euro, but if it’s not 
well-directed spending, then 

the problems being solved are 
often not the high-priority 
questions that should be ad-
dressed,” said Larkin.

In Ward Solutions’ expe-
rience, organisations with a 
mature approach to security 
and a good understanding of 
the risks that a security breach 
poses don’t do this. 

They make directed security 
spends and, as a result, they 
are in a position to address the 
next prioritised risk and the 
next prioritised investment 
much more easily.

“A well-rounded mature 
organisation with a good ap-
proach to security will usually 
address a high percentage of 
the problems it will face with 
quick wins and reasonably 
low-tech solutions. 

“To be honest, just getting 
the basics right and doing 
some simple things well elim-
inate an awful lot of organisa-
tional risks.”

Meanwhile, Larkin also 
identified compliance regimes 
as a major driver of activity 
in the security sector. Reg-
ulations governing issues as 
diverse as data protection, 
privacy and payment card 
information all need to be ob-
served. Helping companies to 
navigate their responsibilities 
in this area is big business. 

“This has had a big impact 
on business for companies ei-

ther trying to attain or main-
tain those compliances. A lot 
of ecommerce organisations 
that we deal with have at-
tained payment card industry 
[PCI] compliance and invested 
heavily two, three, four years 
ago to do that,” he said.  

“Maintaining that compli-
ance requires very complex 
processes and structures, and 
now I think they’re realising 
that the complexity and bur-
den can be overwhelming. 
They’re increasingly looking 
to streamline how they do 
business, in order to reduce 
the scope of their compliance 
requirements.

“At the same time, we also 
practice in the area of IT dis-
covery and forensics for litiga-
tion purposes and what we’re 
seeing there is that any com-
pany involved in litigation has 
to have a very strong approach 
to information governance. 
They have to be able to dis-
close and use skills around the 
area of forensics to be actually 
able to stay the pace, wheth-
er they’re the plaintiff or the 
defendant.”

Larkin said it was not un-
heard of for large organisa-
tions to use e-discovery and 
forensics as a weapon in legal 
disagreement, placing huge 
obligations on smaller organi-
sations that can’t afford the re-
sources necessary to comply. 

All the security hype doesn’t help

 Pat Larkin, chief executive of information security specialist Ward Solutions

By Danielle Ryan

Cyber criminals are 
not what they used 
to be. Where once 
they engaged in the 
one-off hacking 

of high-profile websites for 
bragging rights or notoriety, 

they are now highly organ-
ised and have huge supporting 
networks behind them.

In a 2014 report, Grant 
Thornton estimated that cy-
bercrime was costing the Irish 
economy about €400 million 
a year. 

According to John Ryan, 

chief executive of IT securi-
ty firm Zinopy, there is still a 
lingering mentality of “it won’t 
happen to us” – but the reality, 
he said, is that “you can’t man-
age what you don’t measure”, 
and most organisations have 
neither the tools nor the skills 
to measure and manage their 

security alone.
“Today’s threats are tar-

geted, discrete and all about 
making money,” Ryan said. 
“Hackers are no longer in-
terested in notoriety, which 
is why they will access and 
hide their existence and their 
actions on your network for as 

long as possible, while they 
steal from you.”

The recent Ryanair breach, 
during which €4.6 million 
was siphoned from the air-
line’s bank accounts, amount-
ed to a perfect example of the 
sophistication these criminals 
have available to them, Ryan 
said.

Unfortunately, some of 
the things that have made 
companies more productive 
and efficient, such as remote 
working, cloud systems and 
bring-your-own-device pol-
icies, have also made those 
firms more vulnerable to cy-
ber attacks.

“The security perimeter in 
most organisations has dis-
solved, as businesses require 
users to have access to systems 
at any time, from anywhere, 
and on any device,” Ryan said.

Desktop virtualisation sys-
tems, which provide efficient 
access to data and applica-
tions, along with two-factor 
authentication to gain access 
to systems, can help minimise 
the risks.

“Using mobile phones to 
provide this strong authenti-
cation can be a very effective 
solution, as it’s easy to deploy, 
is very cost-effective and 
eliminates the vulnerabilities 
of static passwords,” he said.

Quoting the chief execu-
tive of Cisco, John Chambers, 
Ryan said there were only two 
types of companies – those 
that had been hacked, and 
those didn’t yet know they 
had been hacked.

Statistics lend credence to 
that claim. 

According to a FireEye 
report this year, 205 is the 
median number of days that 
threat groups were present 
on a victim’s network before 
being detected – and 66 per 
cent of victims were notified 
by an external entity such as 
An Garda Síochána.

Ryan said Zinopy was 
uniquely positioned to provide 
both security and desktop vir-
tualisation solutions. 

“This approach can mini-
mise the risk profile by keep-
ing the data in a centralised 
location, and by focusing the 
security effort on that cen-
tralised resource,” he said.

“By establishing policies, 
processes and technologies 
needed to create a secure 
information infrastructure, 
businesses can have the con-
fidence to share information 
with global peers, customers, 
partners and suppliers and to 
adopt the technologies that 
drive business agility.”

When choosing a secu-
rity services provider, Ryan 
advised businesses to pick a 
partner that can already show 
strong business relationships 

and holds top-level accredi-
tations with leading vendors. 
They should also have the 
confidence to set themselves 
apart, and innovate by offer-

ing more niche and emerging 
technologies to meet cus-
tomers’ needs and budgets, 
he said.

“We strongly believe that 

trust, expertise, efficiency and 
innovation shape the culture 
and define the character of our 
company, and that’s what sets 
us apart,” he said.

The growth in digital access 
opens the door to hackers

The  Sunday  Business  Post
May 17, 201532 Focus On: ICT Security 2015 a Special 4-page report

John Ryan, chief executive of Zinopy



With the 
m a j o r i -
ty of Irish 
companies 
fitting into 

the small to medium sized 
(SME) category, many could 
be forgiven for thinking that 
high-end IT security isn’t re-
ally something they need to 
worry about.

Once the basics of security 
are in place to deter random 
threats – antivirus software, 
firewalls and so on – is it re-
ally necessary to worry about 
specifically targeted attacks? 
Why would someone want to 
target an SME operating in Ire-

land? But a growing number 
of sophisticated and targeted 
attacks are aimed deliberately 
at small companies. 

The attackers aren’t neces-
sarily interested in these vic-
tims however – they’re more 
interested in the companies 
their victims do business with.

“One thing we are seeing 
more of is a very large increase 
in secondary attacks where a 
victim is used as a conduit to 
get at a third party,” said An-
thony Walsh, sales director for 
Integrity Solutions. “The easi-
est way to explain it is to imag-
ine a bank robber that knows 
a bank has very strong doors, 

so instead of trying to break 
them down, breaks into the 
building next door and then 
tunnels through the wall.”

Typically the companies 
initially targeted in these 
secondary attacks don’t have 
much data of interest to cy-
ber-criminals and for that 
reason doesn’t have very 
high levels of security. But 
the criminal targeting them is 
more interested in using them 
as a stepping stone towards 
another organisation.

But just how prevalent are 
these kids of attacks? It’s easy 
to see how they might work in 
theory but are they working 
in practice too? 

A recent study by US com-
munications giant Verizon, the 
2015 Data Breach Investiga-
tions Report, suggested that 
almost 70 per cent of all web 
application attacks have a 
secondary element to them.

“Essentially, the attack-
er has no real interest in the 
owner of the website other 
than using it in the hope that 

the true target would become 
infected through the attack. 
This answers the common 
business question: what 
would someone want with 
my information?” said Walsh.

“The answer is that howev-
er insignificant it seems, your 
information furthers the at-
tacker’s quest for information 
indirectly related to you.” 

According to Verizon, the 
timing of secondary attacks 
is alarming, with 75 per cent 
of attacks spreading from 
the first to the second victim 
within 24 hours, and over 40 
per cent spreading within the 
first hour.

The effect of this develop-
ment on the security sector in 
Ireland is to drive demand for 
supplier risk management ad-
vice. It’s not enough for com-
panies that might be targeted 
to look after their own security 
anymore – they also need to 
make sure the companies that 
work with them do too.  

“Any highly regulated on-
line or service business has 

to have a supplier risk man-
agement strategy and a lot of 
times that will involve au-
diting their suppliers as well. 
The ultimate end target of a 
secondary attack will always 
have valuable data but that 
could range widely in form. It 
could be a financial data but 
it could also be intellectual 
property or proprietary in-
formation,” said Walsh.

Any company that rou-
tinely deals with sensitive 
information is likely to have 
tight security measures, but 
the companies that supply 
them probably don’t, and 
according to Walsh, hackers 
know that. The solution is to 
make sure that all parts of the 
supply chain are aware of the 
problem. 

“The supplier that gets tar-
geted initially is often some-
thing like an outsourced 
cleaning services or maybe 
an online ordering portal or 
something similar. But the ba-
sis of all good security is the 
trinity of people, processing 

and technology,” he said.
“Companies need to invest 

in better technology and bet-
ter mitigants against risk as the 
threats they are exposed to in-
crease and the bar gets raised. 
But all the technology in the 
world won’t help if they don’t 
also increase security aware-
ness. The best mitigants of all 
are people, particularly when 
they’re teamed with effective 
technology.”

According to Integrity Solu-
tions, combatting secondary 
attacks can only be done by 
viewing security in a holistic 
manner.

“If you invest in technology 
and you don’t invest in people 
you’ll have gaps. If you invest 
in people and you don’t invest 
in technology you are going to 
have gaps. 

“You need to do both but 
it is becoming harder to run 

effective security operation 
centres and centres of ex-
cellence because the skilled 
people are hard to find,” said 
Walsh. 

“This is in turn driving a 
move towards trying to ad-
dress these issues using out-
sourced managed services.
That’s the biggest challenge 
we see in our end user sites 
where companies can’t get the 
expertise in house.”

Businesses must close ranks 
against secondary hackers
A growing number of 
cyber attacks are aimed at 
companies their victims 
do business with, rather 
than directly at the victims 
themselves

Anthony Walsh, sales director for Integrity Solutions

Impending new EU data 
protection regulations 
are set to have a signif-
icant impact in Ireland 
but many Irish com-

panies seem to be unaware 
they’re on the way. 

According to Dermot 
Hayden, country manager 
for Sophos Ireland, the new 
regime is likely to come as a 
rude awakening for business-
es not taking data protection 
seriously. 

“These are still in draft 
form but as we understand 
it they are fairly close to sign 
off. Regardless of the size of 
the company, these are going 
to have a big impact on busi-
nesses across Ireland. They 
will put a huge onus on busi-
nesses to ensure that any data 
that’s held on any European 
citizen is adequately secured,” 
he said.

“They will carry fairly sig-
nificant fines and implications 
for reputational damage if 
data is lost on citizens and it 
is subsequently found not to 
have been properly secured. 
That’s what’s looming on the 
horizon.”

Of particular concern to 
Hayden is the seeming lack of 
awareness that exists among 
Irish companies that such 
legislation is even on the way. 

“If the businesses we’re 
talking to are anything to go 
by, I’m not sure that people are 
even aware of it or if they are, 
certainly they’re not taking it 
very seriously at this point. 
That may be because they’re 
just waiting for it to get signed 
off in law and they intend to 
look at it then,” said Hayden.

For many Irish companies, 
IT security is often seen as 
a cash drain that takes up 
time, energy and resources 
and doesn’t contribute to the 
bottom line. 

“Up until now, in Ireland 
at least, we have never seen 
significant penalties being 
applied to businesses by the 
regulator when data has been 
compromised or lost. I think 
part of the problem is that 
the enforcement really hasn’t 
happened until now and for 
that reason people think ‘well 
what’s really going to happen 
to me if I don’t adequately se-
cure data?’

“I think that’s going to 
change when these new regu-
lations come into play. I think 
what will happen and what 
will almost need to happen 
is for there to be some high 
profile cases for people then 
to start to take heed that they 
need to take this stuff seri-
ously.”

Some companies are put-
ting off dealing with secu-
rity adequately because it’s 
a complex area that is never 
really finished. No matter how 
much you do, you can always 
do more, and the landscape 
of threats regularly changes.

“People think it is just too 
complex. If you ask people 
within your own organisa-
tion honestly if they know 
where all of their data re-

sided, would they know? Do 
some sales people have it on 
their laptops? Do some senior 
people have it on tablets? Do 
accounts people have data also 
on a server? Is it also on the 
HR server? Is it on the sales 
server?” said Hayden.

“For most people this is too 
complex for them to get their 
heads around but the reality is 
actually that it needn’t be at all. 
A simple answer to protecting 
data is encryption.”

Rolling out persistent data 
encryption across a com-
pany’s IT estate is relatively 
straight forward but ensures 
that whether it’s on servers 
within the company’s own 
environment, on cloud stor-
age platforms or on mobile 
devices that it’s encrypted and 
can’t be opened.

“There are really relatively 
easy ways of securing data 
without it becoming a huge 
project but I think there needs 
to be a bit of education cer-
tainly,” he said.

Meanwhile, Sophos is also 
seeing a significant increase in 
client interest in the concept of 
point network security con-
solidation. Many large com-
panies paying for data centre 
resources are now looking to 
see how many of their net-
work security systems they 
run can be consolidated into 
a single resource. The motive 
is simple – reduced manage-
ment overheads and power 
consumption. 

“We did a survey around 
three years ago where we 
asked typical customers 
across all sectors and business 
sizes in Ireland what were the 
things that were important for 
them from a network security 
perspective,” said Hayden. 

“There were five options, 
one of the options being con-
solidation of point network 
security solutions. At the time 
that option came in at number 
five. But we asked a similar 
question around three months 
ago and the consolidation of 
multiple network security 
solutions actually came in at 
number one.

“So in the three years peo-
ple, I think, have made that 
switch in their own minds. 
Whereas before they would 
have bought individual com-
ponents they are now looking 
to see how they can consoli-
date and do this with a single 
solution.”

New EU data 
regulations are 
on the way

Dermot Hayden
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With the 
so-called 
hacktiv-
ism groups 
like Anon-

ymous regularly hijacking 
the IT systems of innocent 
companies in order to launch 
online attacks, it’s becoming 
increasingly important for 
companies to stay on top of 
poor security habits. 

That’s according to Angela 
Madden, managing director of 
security and risk management 
specialists Rits, who says that 
while Anonymous is among 
the best-known cyber crim-
inals, there are many more 
out there. 

“Companies make them-
selves into easy targets for 
groups like Anonymous 
because they’re not doing 
patching and not checking 
for new vulnerabilities on a 
regular basis. That’s the kind of 
thing that Anonymous looks 
for and its attitude is ‘if you’re 
that stupid then we’ll attack 
you’,” said Madden.

“Most people at this stage 
probably know a little bit 
about who and what Anon-
ymous is, and what its mo-

dus operandi is. It’s a credi-
ble threat and because of the 
way some companies have 
fallen foul of it, we’re seeing 
an increase in people being 
aware of the effectiveness of 
their external controls and 
defences.”

According to Madden, many 
companies have the attitude 
that they’re okay because they 
perform penetration testing 
on an annual basis on the on-
line applications they operate. 

“They’re happy that this 
ticks the box for them and 
satisfies whatever internal or 
external audits or regulatory 
requirements they have for 
standards, like for example 
those in the payment card 
industry,” she said.

But doing a full test once a 
year as a box-ticking exercise 
is no longer enough, argues 
Madden, because more and 
more activity is taking place 
around these online assets. 

“With the likes of Anony-
mous, what we’re seeing is 
that this just isn’t sufficient. 
More and more companies 
are relying on their technol-
ogy for core aspects of their 
business with the result that 

they’re constantly updating 
their website and the services 
they offer online to their cus-
tomers.”

It’s against this new land-
scape of regular website up-
dates, app refreshes and in-
creased online activity that the 
effectiveness of any security 
system needs to be measured. 
And an annual check-up just 
doesn’t cut it. 

“Doing one pen test a year of 
your online services just isn’t 
sufficient any more because, if 
you change significantly over 

the intervening 12-month 
period then you may end up 
exposed,” said Madden.

“It may seem like hassle 
to think this way, but that is 
something that the likes of 
Anonymous and other hack-
ers count on and take advan-
tage of.”

According to Rits, a growing 
number of its clients are con-
ducting more regular securi-
ty checks on a semi-formal 
basis.

“They’re still coming to us 
for major in-depth checks on 

the usual annual basis or af-
ter we do any significant up-
grades for them, but they’re 
also saying: ‘Can you have a 
look and see is there anything 
that looks off’ much more reg-
ularly,” said Madden.

“They want to know if there 
is anything glaringly obvious 
that they have missed or if a 
new vulnerability has become 
known that they need to be 
aware of in that 12-month gap 
between major overhauls.”

Rits is now advising its cus-
tomers to conduct such in-

terim audits at a minimum of 
four times a year but it reports 
that some of its clients have 
started doing it more regularly 
than that.

“In fact, we have one cli-
ent who does it weekly. That 
business handles quite a large 
number of monetary and fi-
nancial transactions online. 
They’re not big transactions 
in terms of value, but they’re 
big in volume,” said Madden.

“They’re more vigilant than 
the average company, but 
we’re also seeing the likes 

of government departments 
moving to quarterly schedules 
and some of them are doing it 
monthly.”

Driving this kind of in-
creased security conscious-
ness is the awareness that 
suffering a cyber-attack can 
be extremely damaging to 
victim companies. 

But Madden says it is also 
increasingly the case that it 
is fear of reputational dam-
age, more than monetary, that 
motivates many. The idea of 
being caught out publicly is 
scary to companies that rely 
on public goodwill and con-
sumer confidence. 

“For some of our clients, it’s 
not necessarily the case that 
there’s a financial loss if some-
body hacks their site, reputa-
tional damage is what they’re 
worried about,” she said.

“You can insure against fi-
nancial loss but you can’t do 
anything about your reputa-
tion and once it’s damaged 
there is no easy way to regain 
what’s been lost. It’s particu-
larly careless to let this happen 
over something essentially 
pretty silly, like not having 
your software up to date or all 
the relevant patches installed. 
There’s no excuse for it and, 
of course, depending on the 
industry you’re in, it can be 
devastating.”

Rits cautions its clients not 
to forget about the less obvious 
systems that need to be kept 
patched as well as the obvious 
ones. Big corporations like Mi-
crosoft regularly issue patch-
es and remind users to install 

them – but not all software 
suppliers make things so easy.

“When it comes to security 
awareness there can be too 
much of a focus on the risks 
posed by state of the art hack-
ing, usually at a Microsoft or 
similar level with the result 
that companies forget about 
other third party patches. 
They’re typically not patching 
Wordpress or Adobe software 
and so on. 

“But it’s not enough to just 
patch your brand name serv-
ers. You have to patch inter-
nally at the desktop level, or 
else you end up leaving your-
self vulnerable to malware 
and other types of attacks.”

According to Madden, there 
can also be an issue for com-
panies that have outsourced 
their security needs to third 
parties, depending on how 
they structure their reporting.

“When you look at securi-
ty metrics and someone tells 
you that you’re 98 per cent 
patched you need to ask 98 per 
cent of what? Usually they’re 
talking only about Microsoft 
servers and desktops that their 
central management console 
picks up at the time. It could 
actually only refer to 50 per 
cent of your entire IT estate,” 
she said.

“I think it’s important that 
management are not relying 
on some of these statistics un-
til they can actually stand over 
them and get to know what 
exactly are they telling you 
because what we’re finding 
is the patching is definitely not 
up to scratch.”

Semi-regular testing is no 
longer enough to safeguard 
companies doing business 
on the web, as more activity 
is taking place around online 
assets

When the going gets tough, the tough get forensic

For most compa-
nies, the first time 
they become aware 
of data forensics is 
when something 

goes wrong. Perhaps a dis-
gruntled employee decides 
to make off with a valuable 
database, or a complaint is 
received that an employee is 

using company resources for 
inappropriate or illegal pur-
poses. 

Proving a crime has been 
committed and seeking re-
dress is no easy matter in such 
situations. But as such sce-
narios become more common 
experts in the area of forensics 
are finding that their services 

are in increased demand. 
“Most companies have a 

clause in their employment 
contracts stating something 
like ‘employees can’t use any 
resources or devices belonging 
to the business for inappropri-
ate or non-business related 
uses’ but there is increasingly 
a question mark here,” said 

Vivienne Mee of VM Forensics.
“Does this, for example, 

cover an employee’s personal 
browsing activity on their own 
personal device, if they are 
perhaps logged into a Gmail 
account associated with their 
job? Because if you’re logged 
into a Google account and 
you fire up Internet Explorer 

and do a couple of searches, 
a complete record of that is 
stored by Google on your ac-
count history.”

Likewise, any other activity 
associated with Google such 
as viewing or uploading You-
tube videos. Often the average 
technology user is unaware 
of the tracks they are leaving 
in the cloud as they navigate 
the internet. But if a legal issue 
arises, then companies need 
to know what’s happened and 
where lines of responsibility 
are drawn. 

“Say an organisation has 
provided an employee with a 
username such as joebloggs@
gmail.com and that is associ-
ated with that organisation, 
then they own that email. 
However they may not own 
the iPad, iPhone, laptop or any 
other device that the user may 
have logged on to using the 
email account,” said Mee.

“This kind of thing can 
cause nightmares in the HR 
department if someone is en-
gaging in cyber-abuse online, 
browsing illegal material, or 
otherwise doing things they 
shouldn’t. 

“Where do privacy issues, 
legal responsibilities and eth-
ical and moral considerations 
cross over?”

VM Forensics specialises in 
helping companies retrieve 
and make sense of data from 
mobile phones, desktops, lap-
tops, servers and the cloud. In 
addition, it offers e-discovery 
services that help companies 
prepare for legal cases.

“Organisations need to 
know what their assets are 
being used for. So if they are 
using Google do they want 
Google to capture this kind 
of data and if so, what policies 
and procedures do they have 
in place to protect themselves. 
If a legal issue arises then the 
business has to know what is 
being captured and how its 
public image and name are 
being affected.”

According to Mee, forensics 
is a growing business in Ire-

land as the market matures 
and companies become more 
aware of the issues involved in 
rolling out digital assets. 

“In the past, companies 
might have thought issues like 

those I’ve discussed weren’t 
that big a deal. They’d issue 
a slap on the wrist and tell 
someone caught doing some-
thing they shouldn’t ‘Just don’t 
do it again’,” she said.

“The recession meant a lot 
of companies had to just swal-
low issues and make the best 
of their situation, but increas-
ingly that’s no longer the case 
and we’re seeing a new level 
of responsibility. 

“Companies are realising 
that the Data Protection Act 
means they are responsible 
for the data they store and 
they are responsible for their 
organisation.”

Reputational risk is also 
key. Companies realise that 
if a rogue employee does do 
something and it gets out, it is 
their reputation that is at risk.

“But when they come to us 
they want to know what their 
options are and whether they 
need an expert witness report. 
I have noticed in the last even 
two years, the increase is dra-
matic. Usually these kinds of 
situations don’t go all the way 
to litigation, because people 
want to resolve these issues 
quietly.”
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Security checks needed more often

Angela Madden, 

managing director, Rits

Usually, 
these kinds 
of situations 
don’t go all 
the way to 
litigation

Vivienne Mee 

of VM Forensics



While it’s im-
portant to 
stay abreast 
of new IT 
threats as 

they emerge, it’s also crucial 
to watch out for old risks that 
haven’t gone away. That’s the 
message from Michael Con-
way of Renaissance, who cau-
tions security professionals 
not to lose sight of where the 
real danger lies. 

“In the security world, 
naturally people tend to talk 
the most about what’s new. 
They talk about new threats 
and new vulnerabilities or 
the potential damage done by 
advanced persistent threats 
(APTs) and so on. They discuss 
the pros and cons of installing 
FireEye boxes or whatever the 
latest greatest kit is, but in fact 
the bulk of the threats that face 
Irish companies are not these 
new ones,” said Conway. 

“They’re much more like-
ly to be those that have been 
around for some time. For ex-
ample there are a lot of sys-
tems out there running old 
software that’s not patched 
and as a result not protected. 
Their owners aren’t in the hab-
it of updating and to my mind, 
that’s a much bigger threat.”

The problem stems from 
corporate attitudes to security. 

In Conway’s opinion, most 
executives are inclined to see 
IT security as an act rather 
than a habit. In other words, 
they address it once or pay 
to get it addressed once and 
then forget about it. But often 
the biggest risk doesn’t come 
from the machines and sys-
tems that are relied upon on 
a daily basis but from older 
equipment.

“Often there is a machine in 
an environment quietly do-
ing something in the back-
ground for years. It might be a 

fax server or an old Windows 
XP machine running a small 
processor. It’s a case of out of 
sight, out of mind and how 
could it possibly be vulner-
able?

“For machines like this, 
there can be tons of vulner-
abilities. The bad guys in the 
security world aren’t stupid 
– they’re actually pretty good 
at what they do. They’ll look 
at the latest patches issued 
for every operating system 
in a Windows environment 
and from that they’ll know 

that statistically there’s a 
good chance that the same 
vulnerability exists in lots of 
machines.”

It doesn’t take much intel-
lectual savvy for a hacker or 
cyber-criminal to figure out 
that if a vulnerability exists in 
a major piece of software such 
as that created by Microsoft or 
Adobe then the odds are it also 
exists in lesser applications 
created by companies which 
aren’t as quick off the mark at 
issuing patches.

And even if a patch exists 

that plugs the holes, the odds 
are it hasn’t been applied.

“People tend to patch Mi-
crosoft quite a lot because 
Windows updates automati-
cally, but they don’t patch a lot 
of their other software, things 
like Java updates and Adobe 
products. There are a lot of 
Adobe vulnerabilities which 
you really need to stay on top 
of and malware of all sorts 
has been delivered through 
Adobe in recent times,” said 
Conway.

“So while we all get excit-

ed about the latest and most 
newsworthy types of threat, 
don’t think attacks targeting 
these existing vulnerabilities 
aren’t happening because they 
are.”

According to Conway, it’s 
important to remember that 
when a vulnerability in a piece 
of software is detected and a 
patch issued that the original 
weakness isn’t new – it’s been 
there since the first version of 
the software in question. 

“The vulnerability didn’t 
arise that day, it’s just the 
identification that has aris-
en that day – the vulnera-
bility may have been there 
for a long period of time. A 
lot of process control stuff 
is run on old operating sys-
tems so if you’re not on top 
of patching those as well as 
the more recent additions to 
your IT estate, you can be left 
exposed,” he said.

“Most offices will have 
an old PC in the corner that 
is kept around to just do fax 
functions and even though 
you might only get three or 
four faxes a year, you still have 
the fax server sitting there and 
nobody really thinks about it.”

Conway’s advice for com-
panies that might recognise 
this situation is to make sure 
that continuous updates are 
a regular part of any security 
strategy. 

“If you patch your systems 
and have simple levels of pro-
tection that you continue to 
update then that’s enough. 
There’s no point buying a fire-
wall and then not touching it 
for five years. That’s useless 
and makes that investment a 
waste of money. You need to 
continually invest in security 
to counter emerging threats, 
but you also need to do the 
basic things right in the first 
place.”

Old-fashioned attitudes and dated 
equipment are greatest threats to IT

Michael Conway of Renaissance: make sure that continuous updates are a regular part of any security strategy

Employees 
not taking 
cyber security 
seriously
By EmmEt Ryan

The majority of Irish 
employees are putting 
company data at risk 
without awareness of 
potential cyber security 
breaches, according to 
new research from It 
services provider Data 
Solutions.

The research found 
that 53 per cent of em-
ployees shared work 
documents and corpo-
rate data through cloud 
services, with 62 per cent 
admitting they were not 
aware of the cyber secu-
rity risks associated with 
cloud services.

The study also found 
that 67 per cent of em-
ployees use personal 
devices, such as smart-
phones or tablets. 

according to Data 
Solutions, the research 
showed that more than 
a fifth of Irish businesses 
expose themselves to 
cyber-security risks by 
not requiring employees 
to report if personal de-

vices are used for work 
purposes.

“These findings should 
make Irish businesses sit 
up and take notice. The 
majority of non-It staff 
aren’t aware of cyber 
security risks associ-
ated with social media 
and cloud services, and 
because of this, they un-
knowingly put the busi-
ness at risk,” said Francis 
O’Haire, director of tech-
nology and strategy, Data 
Solutions.

“Recent high-profile 
cyber-security attacks 
show that there is a real 
fear of cyber warfare. 
Companies are faced 
with the pressure of be-
ing ready for all attacks; 
hackers just need to find 
one weak link to make a 
huge dent in a company’s 
finances, reputation or 
data.”

The research was car-
ried out ahead of the 
Secure Computing Forum 
which took place on may 
14 in the Light House 
Cinema in Dublin.
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Francis O’Haire, director, technology and strategy, Data 
Solutions

You need to 
continually 
invest in 
security

  

The past year has been a 
wake-up call for Irish 
firms to the dangers of 
a compromise in their 
IT infrastructure. Cyber 

breaches have been a common 
feature in the media and there is 
no prejudice as to who is at risk 
to these attacks.

Countless organisations have 
fallen victim to cyber-attacks. 
These carry with them the risk 
of permanent reputation damage 
and firms are acutely aware of this.

The potential danger often leads 
to two approaches. The first is re-
active, where firms spend con-
siderable revenue and resources 
attempting to cull the negative im-
pact of breaches when the damage 
has already been done.

The second is organisations act-
ing in fear of their name being at 
the centre of the next cyber-attack 
scandal, and taking the decision to 
throw vast sums of money at bat-
tening down their infrastructure 
with multiple security platforms.

There is no doubt that infor-
mation security should be a vital 
component of your organisation, 
but it is important to develop a 
proactive strategy that is bespoke 
to your business and incorporates 
all of your security needs.

Firms need to take a step back 
and look at their entire infrastruc-
ture, including the most basic el-
ements like passwords and iden-
tifying who has access to various 
logins and materials.

Doing the right thing
Liz O’Neill-Craven heads up Ward 
Solutions’ Security Integration and 
Managed Services Practice, and is 
a leading figure behind the deliv-
ery of the company’s integrated 
security, network and infrastruc-
ture services, solutions and man-
aged services.

Companies struggle to figure out 
the best approach to protecting 
their business, and this can lead to 
overspending in the wrong areas, 
leaving other areas vulnerable.

“We have adopted a ‘do the right 
thing’ philosophy placing the best 
interests of our customers at the 
forefront. We look at a company’s 

entire infrastructure and identi-
fy areas of potential risk. From 
there, we advise on a number 
of solutions and work together 
with them to implement a be-
spoke and practical solution,” says 
O’Neill-Craven.

”Our wide range of security 
solutions includes Firewall, In-
trusion Prevention Systems [IPS], 
Identity and access management, 
Anti-Virus, SIEM [security infor-
mation event management] and 
secure wireless. We also offer a 
complete set of managed services 
encompassing end-to-end secure 
management of critical informa-
tion assets within our customers’ 
organisations.” 

Managed security
As security threats continue to 
evolve and escalate, most Irish 
organisations don’t have sufficient 
time or in-house skills or resourc-
es to provide sufficient round-the-
clock protection. Ward’s managed 
security services free businesses to 
concentrate on what they do best, 
while Ward’s highly experienced 
team of information security pro-
fessionals proactively manage, 
monitor and safeguard customers’ 
infrastructures and assets.

“Customers have been out-
sourcing the management of se-
curity to Ward for many years. 
The value proposition is clear here. 

Security is becoming more com-
plex, and so too are the depth and 
breadth of skills needed to manage 
it. The range of expertise required 
to keep business information se-
cure no longer exists in any single 
person. That’s where we come in, 
helping to reduce the complexi-
ty and cost of managing security 
and ensuring that the appropriate 
skills and resources are available 
to minimise risk.

“Our ability to deliver a high-
ly responsive security centred 
one-stop service, where we take 
over the management of com-
plete systems and ICT environ-
ments, ensures that incidents 
are minimised. This is essential 
to customers where IT is mission 
critical, and they rely on Ward to 
protect their growth, brand and 
revenue from security threats,” 

says O’Neill-Craven.

Satisfied customers
“We have a customer retention 
rate of over 98 per cent, which is 
an incredible achievement in an 
industry as competitive as ours. 
Customers stay with us because 
we offer proactive and bespoke 
managed services which are fo-
cused completely on their current 
and evolving needs.

“This frees our customers to fo-
cus on strengthening and adding 
value to their businesses, while we 
manage all aspects of their infor-
mation security infrastructure.”

Highest levels of 
accreditation

Ward has one of Ireland’s largest 
teams of highly qualified and ac-

credited managed security per-
sonnel who proactively manage 
the IT security needs of more than 
300 clients. Every team member 
receives best-in-class training, 
with at least 5 per cent of their 
time devoted to training. Ward 
invests more than €400,000 an-
nually on improving the skills and 
capabilities of its staff.

“We hold the highest levels of 
accreditations across a number of 
leading international standards, 
with the ISO 27001 information 
security standard being partic-
ularly important for us and our 
customers,” explains Paul Hogan, 
chief technical officer of Ward 
Solutions.

“At our Security Operations 
Centre [SOC], we’re constantly 
monitoring the global and local 
IT security landscape, obtaining 

advance warnings on new vulner-
abilities and gaining early access to 
information on countermeasures. 
We’re able to provide our custom-
ers with proactive and intelligent 
security advice and protection at 
all times. Our large security team 
is set up to mobilise quickly, and 
is able to provide the most com-
prehensive response to security 
incidents.”

Ward’s extensive range of 
services includes managed se-
curity, digital forensics, security 
analytics, risk assessment, mon-
itoring, analysis and remediation 
capabilities, identity and access 
management, online policy and 
compliance management.

Ward takes particular pride in its 
high employee retention rate of 90 
per cent, which gives customers 
a consistent level of service and 
support that is unmatched in the 
Irish IT security sector. 

Looking to the future
Ward has experienced a 20 per 
cent year-on-year growth rate 
over the past five years, which 
saw turnover reach €8.7 million 
in 2014. The company expects this 
rate to grow to 30 per cent through 
2015 and 2016, with target reve-
nues of €15 million by 2017.

The company announced 22 
new jobs last year, and expects 
staff numbers to increase further 
to 80 by 2016, and 100 by 2017.

This has led Ward to look to-
wards the future and ponder what 
developments are needed to sus-
tain this continued growth.

Plans are in place to develop a 
new state-of-the-art facility in 
Citywest, to enable future expan-
sion and the upgrade of services.

Ward is also making further 
investments in its business, and 
will soon open Ireland’s most ad-
vanced Security Operation Centre, 
which will serve as a centre of ex-
cellence for information security 
in Ireland.

To find out more about Ward Solu-
tions’ services and developments and 
how they might be relevant to your 
business, see ward.ie

Ward Solutions: proactively managing the 
IT security needs of Irish businesses

Ward 
manages 
your IT 
security, 
freeing you 
up to focus on 
your business
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