
THERE can be no doubt that the field of information security has
experienced more interesting times this year than most other fields
of information technology. Despite the march of software defined
everything, cloud morphing into various new guises and ever more
as-a-service offerings, information security still tops the agenda for
many as the primary IT concern. 
The landscape this year is littered with new data breaches, as well

as the shells of broken systems as a result of the likes of Heartbleed,
Poodle and Shellshock. 2013 had been dubbed the year of the ‘mega
breach’ by one security vendor, but 2014 has already been dubbed
the ‘year of crappy crypto’, by Rahim Jina, director, BCC Risk
Advisory.
So within this grim year of cybersecurity, what are the influences

that are guiding Irish organisations in their buying and
implementations? 
“One of the hot topics is around mobile, and Mobile Device

Management (MDM),” Dermot Hayden, country manager Ireland,
Sophos. 
“While people are still buying endpoint security,” said Hayden, “an

area that people are still trying to get their head around is mobile
security.”
This is point that was echoed by Venessa Chin, sales director, AVG

Business, who told TechPro that over the coming 12 months or so,
the management of mobile devices would become increasingly
important. 
Hayden said that Sophos was taking a different approach to other

vendors in this area, as the company includes mobile security with
its endpoint licence, which he believes, has lead Sophos to be one of
the market leaders in mobile, overtaking many pure play mobile
security vendors. 
Many organisations are still struggling with policy, as most have

focused on the technical solutions, overlooking the policy aspects,
he said. 
Hayden said that Sophos had closed a lot of deals because of the

mobile capabilities bundled. 

Cloud care
Chin of AVG Business said that cloud care and remote monitoring
and management (RMM) services were a major focus area for the
company. She said that currently, AVG is the only vendor with cloud-
security integrated with RMM and an open ecosystem that saves on
administration time and resources, yet still gives the option to work
with any of the leading management services applications in the
market. 
“Our platform is allowing businesses throughout Ireland to
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Information security is not only
getting more complex, the fronts on
which the battle must be fought are
increasing, as well as becoming less

defined. PAUL HEARNS talks to the
experts to see what’s going on and
what to expect

Changing 
landscape, 

threats
amorphous 

manage a wide range of IT security functions simply via a single
integrated management console,” said Chin.
Cloud was a commonly occurring theme among the experts, with

Brendan Fay, principal information security consultant, Ward
Solutions, saying that the move towards cloud computing was
driving a lot of buying decisions in Ireland.
“Organisations are moving to the cloud to save money,” said Ward,

“and they need to know the security implications of moving to the
cloud, and/or building out a private, or hybrid, cloud for themselves.
That is a major theme that is ongoing at the moment.”
There are also the data protection implications to consider when

moving to the cloud, he added. 
Next year will see more legislation in relation data protection and

this is also predicted to have a significant impact on the security
implementations of Irish organisations. 
“In 2015, new data protection regulation should be coming into

play, which will have more serious penalties,” said Fay. “I would see
2015 as being a year for data protection coming more into play.”

Encryption focus
Data protection concerns have also made organisations more
interested in encryption. 
Encryption is a central focus for many, said Sophos’ Hayden.

However, in his experience, he said that this is interest ahead of
purchasing. Hayden said that for many organisations, they do not
yet see how to implement encryption without upsetting business
process. 
“People are looking outside of where encryption would have been

before,” he said. Organisations are looking beyond the obvious for
encryption, beyond laptops and smart connected devices, to things
like Dropbox, for example. 
Encryption is being looked at, said Hayden, for wherever the data

lies or is used. Organisations are interested in “making the data
secure, wherever it is.”

Device choice
Darragh Fegan, channel manager, Symantec Ireland, said that as a

IN 2014 with a spate of global
security issues, "Cyberdemics",
such as heartbleed, shellshock and
poodle it’s important to maintain a
secure posture from a web site,
hosting server and email/VoIP
standpoint.
We see thousands of

vulnerabilities every month via our
www.edgescan.com solution and
some are very serious and

frightening to be honest. The "rub" is that SME's don't have
full-time security administrators; SME’s either don't have the
time, awareness or skills to address these security issues
which are by no fault of their own.
Our 2014 Vulnerability

Statistics Report states that
"34% of vulnerabilities
discovered by edgescan could
have been mitigated by either
patching or some minor
configuration changes" —
easily done assuming you are
aware of the issues in the first
place!
We also see attacks on

SME's in the legal and
accountancy industries as
they hold a wealth of
information regarding larger
clients. In other words, cyber
criminals are attacking large
global organisations by-proxy
via the weakest link which are
smaller legal and accounting
firms. Again such firms do not
necessarily have the cybersecurity awareness required to
maintain a robust posture and keep the hackers at bay.
Our www.edgescan.com cloud-based solution continuously

assesses such internet facing systems for cybersecurity
issues. It removes the need for expensive consultants and
reduces the security knowledge deficit. Our continuous
approach to vulnerability detection levels the cyber security
playing field for both large and SME’s alike.

“34% of
vulnerabilities

discovered could
have been

mitigated by either
patching or some

minor
configuration

changes — easily
done assuming you

are aware of the
issues in the first

place”

Cyber vulnerability
management

BCC Risk Advisory
Tel: (01) 681 5330 | Email: eoin@bccriskadvisory.com
Web: www.bccriskadvisory.com | Answered by: 
Eoin Keary, Founder and CTO
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WHEN it comes to IT security, the biggest error that Irish
organisations make is the sole consideration of visible
security risks such as virus threats and firewall attack
surface. However, the biggest risk is posed by unknown
threats, exposures that are
occurring daily that nobody
has shed a light on. 
A good example of such

a risk is the “dark” data that
an employee may have on a
device that may not be

managed by the IT department. For example,
sensitive financial data that senior management
assumes is carefully stowed away on a file beyond
corporate firewalls, but Dave from finance brought it
home on his own personal device to work on. Then
Dave happens to leave that device behind him in a
coffee shop, and to his horror, it cannot be located.
He does not report it because he is embarrassed.
Essentially, nobody other than Dave knows that this
has even happened.
In Ergo, the first and most important thing we do

when addressing the security needs of our customer
is to peel back the curtain on risk and identify the
non-visible risks. This approach is prominent when we execute a discovery in a
managed service engagement. Irrespective of which IT service is being on-
boarded, e.g. messaging, desktop, SharePoint, we execute a security assessment.
This allows us to enable solutions to deal with all types of risk exposure, through a
proven proprietary Ergo framework.
Ergo have a depth of knowledge across complimentary solutions which allow our

customer to address their security risks. Our solutions include data discovery and
classification, data loss prevention, information rights management (document
level controls), drive encryption, mobile device management and various policy
enforcement solutions. We also consult on process design and policy enforcement
to ensure that users comply and that appropriate governance is put in place.
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result of trends such as bring your own device (BYOD) and choose
your own device (CYOD), organisation’s critical data is constantly on
the move and needs to be secured in the event of theft or loss. 
“At Symantec, we have identified that encryption of data at rest,

as well as data in transit, is becoming more and more of an
imperative. Symantec offers a comprehensive solution securing data
at rest and in motion with an offering that can be tailored to
organisation’s individual needs without intense management
overhead and the strong standard of PGP,” said Fegan. 
eDiscovery
Another interesting area that is emerging is around forensics and

ediscovery, according to Ward’s Fay.
Electronically Stored Information (ESI) is becoming an increasing

feature of court cases, said Fay. People are increasingly looking for
forensics and ediscovery services to help them in such efforts. 
Often with an HR issue or a requirement for a legal case, he said,

there is increasing demand for skilled retrieval of materials that may
be required to present in court for organisations in Ireland. 
“The legal side is really coming into this more,” reports Fay.
Fay said that the best advice is to follow best practice. He said

that there are numerous resources for organisations who find
themselves in need of such services. 
Fay pointed to the best practice in ediscovery in Ireland guide and

the Electronic Discovery Reference Model (EDRM). These help
people ensure that the integrity of results can be guaranteed and
will stand up in court if needed.

For forensics, this helps people to maintain evidence and chain of
custody too, he said. Fay warned though that beyond these
measures, this is something that needs to be left to professionals. 

Simplifying security
Many of the experts who spoke to TechPro were in agreement that
security is becoming too complex and needs to be simplified both in
terms of management and implementation. There appeared to be
two schools of thought on this, which are not necessarily exclusive.
Managed Security Service Providers (MSSP) were one, and favoured
for those smaller organisations where there may be dedicated IT
staff, but not necessarily dedicated information security staff. 
Although, this may change, as Fay said that attitudes to

information security in Ireland are maturing, likely resulting in more
such dedicated roles. 
“Security is becoming more mature, and it is seen as a key role in

‘The first and most
important thing

we do when
addressing the

security needs of
our customer is to

peel back the
curtain on risk

and identify the
non-visible risks’

Dark data risk

Ergo
Tel: 1850 374673 | Email: info@ergogroup.ie Web: www.ergogroup.ie
| Answered by: Jimmy Sheahan, technical director

Multi-dimension 
security systems

Renaissance Contingency Services 
Tel: (01) 280 9410 | Email: mconway@renaissance.ie
Web: www.renaissance.ie | Answered by: 
Michael Conway

IT security has evolved over recent
times and the key area which
organisations need to protect
themselves against are the remerging
and developing threats. Organisations
need to put in place comprehensive
security systems to protect
themselves from advanced persistent
threats (APT) and also targeted
threats. 
IT security threats are about money

typically and the organised criminal element of these are
sophisticated aggressors and they need dynamic well
developed and well-resourced multi-disciplinary solutions to
offer levels and layers of protection. The levels and layers of
protect necessary are those which ensure that the threat is
minimised, and, in the event that a breach occurs, that the
protections in place minimise the risk of loss of data or breach
of security of systems.
These multi-dimension security systems must be well

resourced and focussed so that in the event of any breach at
any layer then the additional element in the multi- disciplinary
security system ensure that they step in and deliver the
protection required.
The organisation in 2015 and beyond that wants to stay safe

needs to invest in technologies and partners who invest and
deliver next generation solutions. Those with older (legacy)
solutions will eventually fail as their architecture will ultimately
fail.

<<

edgescan   closes the door on hackersTM

TMWith a few simple steps, edgescan   can help you detect 
vulnerabilities and reduce the risk of being hacked.
Protect your data & systems with our edgescan 
vulnerability management service.

www.edgescan.com     www.bccriskadvisory.com     @BCCRiskAdvisory
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important data, whether that be malicious or non-malicious.”
Fegan said that server hardening in the data centre too is rising in

demand. 

New directives
“Understandably so,” he said, “with new EU directives soon coming into
place. This technology ultimately prevents your infrastructure from
being tampered with either by internal or external forces. It turns the
tables on cybercriminals. For example, if a breach has occurred, the
attacker cannot make any changes that have not already been approved
by the organisation’s Data centre administrator.” 
“Limiting the cost of business disruption and data loss for large

organisations is critical,” said Fegan. “By outsourcing their security
monitoring and management to Symantec’s Managed Security Services,
it reduces exposure to threats while delivering significant business
advantages.”
In the longer timeframe, Fegan said that cybercrime is becoming ever

more complex and difficult to detect, with traditional antivirus only one
single element of a company’s defences. 
“If you take for example the recent Regin threat uncovered by

Symantec,” he said, “this is a multi-staged threat with each stage hidden
and encrypted, with the exception of the first stage. Each individual
stage provides little information on the complete package. Only by
acquiring all five stages is it possible to analyse and understand this
highly complex threat. While Regin is most likely a state sponsored
attack and most threats do not have the same level of sophistication, it
is imperative companies have in place a robust security strategy to
counteract any such threats.” 
The new EU data protection regulation is also going be a key

influencer on a corporation’s security policies,” argues Fegan. “Rather
than just being a headache for the IT team, due to the size of the fines

organisations where as it didn’t used to be,” said Fay.
Unified Threat Management (UTM) was the other strategy,

bringing together several of the core services that might
previously have been pint solutions. Both Hayden and Paddon
argued that UTMs will continue their high adoption rate, as they
allow smaller businesses in particular to do more with less
management and human interaction required.
Paddon said of the attraction of UTMs, “the reasoning is that

in-house departments do not have the time and deep technical
skills needed to integrate and then manage on an ongoing basis
multiple security products and platforms. As infrastructure and
threats become more complex then there is a risk that updating
and changing one system can potentially open vulnerabilities
elsewhere. Better to have the platform provider address this issue
and spend the time and effort on more sophisticated tools that
help to set, monitor and/or enforce suitable policies that meet the
particular needs of the organisation.”

Headline grabbers
With the maturing attitude to security, is an increasing focus on
the headline security issues. Major industry headlines, said AVG’s
Chin, such as Shellshock and Gameover Zeus have shown
Ireland’s businesses that, despite technology becoming easier to
use, there are still substantial security risks with IT and that it is
still best to leave things in the hands of experts. “Many businesses
are now asking our MSP partners to resolve issues around
protection of devices, data and employees,” she said. 
However, while the threats from advanced persistent threats

(APT) and criminal malware cannot be ignored, Rob Paddon,
solutions director, Trilogy Technologies, warns that the internal
threat, be it malicious or not, must also be mitigated. 
“Organisations are recognising that looking at employee threats

is as important as external attack,” said Paddon. “This does not
suggest that information theft or malicious activity is widespread,
more an understanding that setting and monitoring user
standards and policies to reflect new mobile and cloud
infrastructures is essential and then having systems to detect and
mitigate breaches in policy is key.”
Paddon said that mitigating this internal risk is likely to be a

key focus for many Irish organisations over the next 12 months. 
For Symantec’s Fegan, data loss prevention is emerging as a

central concern. 
“The main influence for Data Loss Prevention being increasingly

on the agenda,” said Fegan, “is a need for organisations to be
able to monitor the huge amounts of data held today and way in
which intellectual property is being accessed and used. It enables
them to put protective policies in place that prevent the loss of

EVERY DAY we talk about the latest trends in security such
as cyberthreat playbooks and advanced persistent threats. 
However, the reality is that many organisations are still

dealing with very basic risks from within their organisations.
Many of the security breaches we see still come from an
internal source and many are accidental rather than malicious. 
Weak policies, procedures or a deficit of staff training result

in many data breaches every year for Irish organisations. Just
like 5, 10 or 15 years ago weak passwords still persist, there is
often a lack of security awareness training at the end user
level and poor

controls on systems or user privileges are
where the real world damage occurs. 
More data protection directives are

coming down the line and there are ever
more severe penalties for suffering a
breach. Boards of directors now see data
protection bubbling to the top of risk
registers as fines and brand damage
significantly affect the bottom line. 
You can spend a lot of money on a lot

of really great technologies but if you
don’t implement them correctly and follow
through to the user level with meaningful
information security awareness training,
then your efforts could be in vain. 
That being said, good information

security practices can become a
competitive advantage in the marketplace as customers, partners, consumers or citizens
become more selective about whom they share personal data with.

“Just like 5, 10 or 15 years ago
weak passwords still persist,
there is often a lack of
security awareness training
at the end user level and
poor controls on systems or
user privileges are where
the real world damage
occurs”

Ward Solutions
Tel: (01) 642 0100 | Email: sales@ward.ie
Web: www.ward.ie | Answered by: Noel O'Grady, sales director

Basic risks Normacly and understanding

HISTORICALLY investment in security
meant securing the single
egress/ingress points into an
organisation, however with
organisations now more porous than
ever, due to extended connectivity to
support outsourcing, EDI, BYOD, Apps,
etc. this is becoming more difficult. 
Many organisations are presuming

they have sufficient controls in place.
But what is also coming to the fore is a

realisation that they don't have enough visibility around what is
going on in their environment to be able to answer that with
confidence. An understanding of what is 'normal' activity within an
organisation is key to understanding what is appropriate for their
specific needs. 
So first of all, a customer needs

to understand their IT environment,
everything from ensuring their
permission structure is a least-
permissive model, understanding
where sensitive data resides across
the organisations data sets, be
they in-house or not, having an
audit trail of activity, not only on
the data but across the whole
environment, to remediate known
deficiencies but also having access
to analytics around what is 'normal'
activity to identify quickly and
automate the response to a
breach. 
Organisations need to move

from a prevention-based approach to a focus on people, the flow
of data and on transactions. Once we have an understanding of
these in the context of our own organisations then we can move
to a monitor and respond-based approach which will significantly
reduce risk and our responses to a breach. 
As organisations move to third generation platforms, i.e. the

connecting of many more users with significantly more apps, the
automation based on policies, the filtering and highlighting of
significant issues ahead of less significant, and the need to do
secure significantly more information with the same or less staff
will be the significant challenges that Irish organisations will need
to address.

“An understanding
of what is 'normal'
activity within an
organisation is key
to understanding
what is
appropriate for
their specific
needs”

Asystec
Tel: (061) 577 600 | Email: brendan.mcphillips@asystec.ie 
Web: www.asystec.ie | Answered by: 
Brendan McPhillips
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the EU can impose, it will soon be
incumbent upon the company’s
directors to seek clear answers
about security risks and ensure
appropriate steps are taken to
ensure compliance with the
directive.”

Hacking stages
Dermot Williams, managing
director of Threatscape, said that
this year generally saw an end to
box ticking when it comes to
security.
“I would classify 2014 as the year

that tick box approach was finally
put to bed.”
It is no longer enough to say

that you have antivirus, firewall
etc., you have to have a more
holistic view of every threat that
your systems face, said Williams,
and admit that it is conceivable
that your systems will be breached. 
“You can’t have the M&M

approach,” he said, “where you
have a hard exterior, where you
assume nothing is ever going to
get in, and a soft interior, which
once someone is inside, they can
navigate easily, find valuable data
and then exfiltrate it.”
Williams said that there are now

various types of attack, such as the
old ‘brick through the window’
attack of a hacker just trying to
make noise. Then there is the
‘Breach Stage’ where someone
gets in, stays for a while, gets
something of value and then gets
out. But there is also the ‘Bug
Stage’ where there is not
necessarily a specific target
initially, but they stay for a long
time, monitoring and collating until
they have enough of value and
then exfiltrate it. 
“It can be quite a shock to

discover that someone has been
inside for 6 or 12 months, and you
think, how much data have they
exfiltrated?”
The measures needed to

mitigate these risks, said Williams,
are monitoring internal traffic for
anomalies, monitoring outbound
traffic for data going to command
and control (C&C) servers,
attempts to escalate privileges
and things looking to cross
internal firewalls, all of which can
be indicators of a breach in
progress. 
On the virtualisation

megatrend, Williams said an issue
of increasing importance is how
the hypervisor is secured, and the
overall virtualisation platform. But
also, how internal traffic between
virtual machines on the same host
is secured, because VMs running
on the same server talking to
each other will not see traffic
going out over the network
infrastructure. There means that
there must be something on the
platform itself to monitor traffic
between VMs. 

Near future
AVG’s Chin said that in the
coming q12 months, the biggest
influences are most likely to come
from a need to efficiently secure
and manage mobile devices,
cloud-based applications and
ordinary everyday objects such as
printers and sensors connected
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Education, encryption, consolidation!   
EDUCATION - I still
don’t think Irish
businesses are
doing enough to
educate their
employees on the
changing threat
landscape and
best practice
behaviours to
protect their own
and

the company’s sensitive data.
This is especially true in the
sub 100 employee space where
a serious compromise can be
catastrophic for the ongoing
operation of the company.
There’s really no excuse, as we
provide lots of free tools and
best practice advice on our
web site so that all businesses,
regardless of size, can quickly
and easily get the key
messages out to their
employees.
Encryption – In years past

many businesses bought
encryption solutions as a ‘tick
the box’ exercise with many never even
deploying the technology as it was often felt
it would adversely impact on the employees
and their computers’ performance! However,
with the increasing number of data loss
incidents, businesses need to take a new and

wider look at how encryption can help them
secure their data! Persistent encryption is a
key tool Irish businesses need to embrace,
where through a single central solution their
data can be encrypted and easily managed
across laptops, servers, smart phones, tablets
and the cloud – essentially anywhere it
resides or is in transit to or from! So many
recent high profile data loss incidents could
easily have been avoided if the data had
been encrypted!

Consolidation – Where
possible, companies should be
looking to consolidate the
multiple stand-alone security
solutions that are still
commonplace in many
businesses today. Apart from
the reduced cost and
management overhead, there
are huge protection
advantages to having network
security (firewall, network,
web, web application, email,
wireless) and endpoint and
mobile security components
that communicate intelligently
with each other to strengthen
protection beyond anything

point solutions can offer. It is a simple fact
that the more complex and targeted nature
of the threats we are now seeing requires
network and endpoint security to be tightly
integrated, as is the case in our Unified
Threat Management solutions.

“So many recent
high profile data
loss incidents
could easily
have been
avoided if the
data had been
encrypted”

Sophos
Tel: (087) 0511 481 | Email: dermot.hayden@sophos.com 
Web: www.sophos.com | Answered by: Dermot Hayden
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Symantec
Tel: (086) 462 4345 | Email: darragh_fegan@symantec.com
Web: www.symantec.com | Answered by: 
Darragh Fegan

VERY often organisations are trying to
solve two major challenges — the ability
to identify, understand and prioritise
security incidents within their business
and ensuring that they are able to
defend against today's advanced
attacks. As a global leader in
information and security protection,
Symantec helps companies become
proactively cyber resilient. 
Improving resilience is a journey and

CTO’s need to move from
static information security
to a state of proactive cyber
resilience. Conducting a
cyber-risk assessment is the
first step in that journey. 
Another area we also

need to look at is a little
closer to home. In many
cases, data theft within
organisations is linked to
employees. Having an
adequate policy level for
data loss protection within
the company, and educating employees, will help minimise this
risk. 
Finally, the last few years has heralded the explosion of bring

your own device (BYOD). While this IT revolution has freed
increasing numbers of employees from the shackles of dated or
unsuitable hardware, there have also been some drawbacks to
BYOD, most of them concerning security. With so many devices,
and with most combining business and personal data and
applications, keeping a BYOD fleet secure can be challenging
without a well-thought mobility strategy. As a result, a new variant
on BYOD has sprung up recently. CYOD, or choose your own
device, still gives employees the freedom but it narrows the
options to a pre-approved list. The security benefits to CYOD are
huge, as each system can be pre-installed with the appropriate
security software and set up with the appropriate administrator,
firewall and network settings.

PERHAPS the most problematic issue we come across in taking
over customer sites from an IT security perspective is that they
have failed to employ a comprehensive IT security strategy that is
appropriate to their site. What we often find is a piecemeal IT
security approach that fails to adequately manage increasingly
sophisticated cybercrime threats today.
Some common issues we come across include a focus on end-

point solution protection without any management or monitoring
to ensure this is being kept up to date. This is something we see
across many technology groups where an appropriate solution is
deployed but not managed or maintained and this can be as

dangerous as not having a solution in place due to the complacency it creates. Another
common occurrence is a dependence on a single best-of-breed firewall which results in a
single point of failure or target for attack rather than a tiered firewalling strategy. This is
often for fear of administrative overhead however this is where a managed services provider
can add value.
Many emerging trends such as mobility have created new IT security demands, however

many organisations have omitted to factor this in to their security plans. A focus on on-
premise device protection still seems to be predominant however a robust mobile device
management policy is essential. In particular attention to data protection risks need to be
addressed and fundamentals such as laptop encryption, application control on mobile
phones and the securing of remote connections with two factor authentication are all vital.
Another area often forgotten is network access. How are organisations protected from

unapproved users and third parties plugging to their network and infecting it? A simple
network access control solution could address this, detecting unauthorised devices and
isolating them yet this is still overlooked by many.
At Datapac, our approach is to take the time to understand each individual business and

pertinent risks, and to work with the organisation to plan, design, deliver and manage an
appropriate IT security solution to meet their needs.

ONE of the key areas that is being overlooked today, or more
accurately, taken for granted is email filtering. Every business
has (or should have) some element of email filtering security
to prevent malware and unwanted spam entering and leaving
their network. However many organisations take it for granted
and we have seen a growing trend of exploits coming through
the email channel undetected with devastating consequences.
One particular type of exploit that is having success in this
way is the Ransomware genre.
To illustrate the way, say, Cryptolocker operates, let's say

that an employee from Business X's accounts department
received an email. The email looked like it came from a well-

known company. Therefore, the employee didn't think twice about opening it as they
was used to receiving regular emails from similar companies. They opened the email and
clicked on the attached archived zip file with an executable inside. They immediately
noticed that a white box popped up briefly, but that was about it. Nothing else seemed
unusual about their computer. 
Business X's IT department was alerted a few hours later about a corrupt file on the

network drive that a large number of employees — including the employee who received
the malicious email — had access to. Upon further investigation, the IT department
uncovered several other corrupt files on the network drive, all of which have been
accessed by the Cryptolocker-infected employee. By this time, Cryptolocker was on a
war path, eventually encrypting hundreds of gigs of company files and programs until
they were no longer available. Unfortunately, the name "Cryptolocker" is an all-too-
suitable moniker for how this ransomware trojan works. The malware locks the computer
software that the victim is allowed to access and modify, including files on secondary
hard drives and network storage systems. "Locking" is done through powerful
encryption with a 2048-bit version of the RSA cryptographic algorithm.
The only way to decrypt this computer software is to pay a sum of money (typically

$300 to $400) via a digital payment system (e.g. Bitcoin, MoneyPak payment cards) to
the Cryptolocker operators in order to receive a private key, which will unlock
(essentially decrypt) the victim's computer.
End users affected by Cryptolocker have 3 days (72 hours) to pay the $300-$400

ransom. If they don't pay that ransom within three days, the said ransom goes up by as
much as five times the original asking price to get the private key; otherwise the server
that holds the private key will destroy it, and the computer files will be lost forever to
the end user.
To that end, Topsec Technology offers the cutting-edge Blockmail anti-virus, anti-

spam email service that has protected our customers from this sort of exploit. 

Topsec Technology
Tel: (01) 466 0686 | Email: nmackey@topsectechnology.com
Web: www.topsectechnology.com | Answered by: Niall Mackey

Ransoms and gambits Resilience journey

Piecemeal
approaches

“Improving
resilience is a journey

and CTO’s need to
move from static

information security
to a state of proactive

cyber resilience”

Datapac
Tel: 1850 328 272 | Email: info@datapac.com
Web: www.datapac.com | Answered by: Karen O'Connor, 
general manager service delivery
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WHAT a year 2014 has been for
IT security. This year we have
seen the multiple SSL
vulnerabilities  shaking the very
foundation of what we use to
secure transactions all over the
Internet. Shellshock affected the
bash shell on NIX systems and
was quickly exploited to create botnets for DDos
attacks.
So what should organisations focus on to protect

themselves moving forward? We can safely say that malware will continue to be
a major source of data loss to organisations. Firewall vendors are now evolving
their appliances to better control the threat of malware from the Internet. This
limits the ability for malware to communicate with command and control (C&C)
servers right at the edge of the network. Being able to track clients that are
talking back to C&C servers is a first step for identifying malware. Organisations
are also educating their employees on what to watch for and how to avoid
being infected by malware. Users are still the main source of incidents in today’s
organisations and with effective training an organisation can help reduce this
exposure. 
As organisations push further towards virtualisation the problems of virtual

machine sprawl is becoming even greater. Organisations are putting effective
controls and reporting in place to help manage the increased deployments of
virtual machines. Without effective control of these deployments, it can lead to
machines being deployed without proper security in place or being deployed in
the wrong security zone leading to the machines being more vulnerable to
attack. 
Customers start by taking applications like mail, CRM and ERP to the cloud

initially. Architecture that supports strong encryption and effective two factor
authentication is critical so that an organisations data remains and secure. 
Looking forward, organisations will start to move into more SDN-driven

virtualisation and using overlay networks to connect and even extend their
datacentres to public clouds. Here security becomes more essential than ever as
the border of the datacentre now is very hard to define. 
Security is improved by using service chaining to force traffic through a

security VM to be cleaned/scanned as it enters or exits the virtual estate. With
service chaining an organisation can ensure that traffic is cleaned or stopped
before it gets access to an organisation valuable data. 
Bring your own device (BYOD) also brings its challenges in securing the data

on the device. Greater use of sandboxing and virtualisation on mobile devices is
a way of controlling and securing data at rest on a device. Virtualisation
techniques are being used to effectively dumb down the smart phone when
accessing corporate data so that there is less chance of data being leaked to
another application. One particular technique is the use of transparent virtual
machines which allows a corporate application to be run in a virtual machine
and because it is transparent the user does not have to open an interface first in
order to launch the corporate application. 
Above all else smart organisations combine the best of internal and external

expertise to find the balance between open, accessible networks which support
end user needs and the appropriate security constraints to ensure that only the
right people are accessing the right data from the right devices.

to the Internet.
Fegan reckoned that new data protection legislation will

be a key influence in the time frame, a point echoed by
Ward’s Fay. 
Trilogy’s Paddon said that setting and monitoring user

standards and policies to reflect new mobile and cloud
infrastructures is essential and then having systems to
detect and mitigate breaches in policy will be key.
A tightening of the security between the gateway and the

endpoint is a focus for future products for Sophos, said
Hayden. This will help tackle increasingly sophisticated and
targeted spam campaigns that have been seen lately. 
Williams of Threatscape said that influences in the future

will arise from when increasingly mobile users, who access
SaaS applications and other cloud services that are not
managed by IT directly, have data issues. IT is still
accountable for the data that belongs to the organisation,
even as it moves around on these various platforms and
services. 
“You absolutely need to find ways to make every part of

your system is secure, including those which are living well
beyond your castle walls,” said Williams. 8
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MANY organisations have a good understanding of what it takes to secure
a traditional IT network – with attention paid to endpoints, servers,
messaging systems, network security etc. But these days, fewer and fewer
organisations actually have a traditional network - with the ‘mega trends’
of virtualisation, mobile devices and the cloud affecting where users, apps,
compute and data may be located. This brings new security challenges
which should not be overlooked.
In the case of virtualisation, hypervisor security needs careful attention.

NIST (the US National Institute of Science and Technology) recently
published a draft of their security advice for hypervisor deployments,
which details no fewer than 22 recommendations. This is free to download

from http://csrc.nist.gov/ and is an informative read. 
A further concern in virtualised environments is that the ‘east-west’ traffic between VMs on the

same host needs to be considered when planning network security and firewall rules; Threatscape
accomplishes this for our clients by deploying full next-generation firewall capabilities as a
virtualised appliance.
If you manage your organisation’s IT security, but find an increasing portion of your data moving

to SaaS platforms such as Salesforce.com, Office 365 and Google Apps, then you are likely facing
the dilemma of not being responsible for the security of those platforms — while still being
accountable for the security of the data stored there! 
A potentially significant blind spot for many organisations today when they review their IT

security strategy it is that SaaS providers typically do NOT consider it their responsibility to protect
you against inappropriate data access by users you have authorised to use their system. An
emerging solution to this challenge is the concept of a ‘cloud access security broker’ which Gartner
describes as “policy enforcement points, placed between cloud service consumers and cloud service
providers to combine and interject enterprise security policies as the cloud-based resources are
accessed.” Ideally a single console should provide visibility, governance and protection of data
across all sanctioned SaaS applications. 
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