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BYOD
Security watch

he practice of wiping a 
device is used by some 
companies as a scare 

tactic but rarely carried out, 
according to Dell’s Marcus 
Lane. 

Lane who is the company’s 
enterprise mobility manage-
ment EMEA product market-
ing lead said there are indeed 
cases where companies “do 
follow through on an organisa-
tional policy” to wipe devices 
when an employee leaves the 
organisation, but these remain 
relatively rare to his knowl-
edge.

The challenge, according to 
Lane, is that when a company 
chooses to employ these re-
mote wipe options they often 
“wipe the entire device using 
a mobile device management 
(MDM) agent or Exchange 

ActiveSync. The device that 
is wiped then can be restored 
by the user through their OS 
cloud service manager that 
comes standard on most de-
vices.”

The Dell man said that even 
though the company may feel 
that they have accomplished 
the goal of taking away data, 
they have only taken away 
access. 

“Access is part of a sound 
security strategy,” he told 
Connected. “The data that the 
employee stored in the cloud 
or as part of their back-up ser-
vice is still available unless it 
is encrypted and the keys are 
owned by the company. En-
cryption too is part of a sound 
security strategy.”

Alan Hartwell, who is 
EMEA vice-president for se-

curity and identity solutions 
at Oracle said that there’s no 
doubt the “full wipe” measure 
is effective, but he didn’t think 
companies should be relying 
on this “too heavily” when ef-
fective encryption measures 
will do the trick.

Echoing Lane, he said: “We 
rely on encryption to protect 
our laptops so why wouldn’t 
we do the same for our mo-
biles? That being said, in the 
event that an employee’s 
phone is lost or stolen, remote 
wiping becomes an all-but 
necessary course of action.”

Lane’s point that remote 
wipes are still a rarity may 
no longer need to be the case 
though argued Shane Gren-
nan, Fortinet’s UK and Ireland 
director of regional accounts. 
He said that in the past it would 
have been more of a scare tac-
tic “because the implication 
prior to sandboxing was wip-
ing the whole device using a 
mobile device management 
(MDM) client.”

Previously, mobile devic-
es would be severely limited 
in accessing corporate data 

due to the lack of sandboxing 
so the need to remote wipe 
didn’t exist, he said. “Now with 
sandboxing, more access can 
be granted to corporate data, 
so the likelihood of having to 
remote wipe a device is much 
greater, but the wipe will only 
affect inside the sandbox.”

Certainly at boardroom lev-
el, the concept of the remote 
wipe seems like the type of 
insurance policy required 
when corporate data is being, 
accessed, edited and altered by 
outside devices. The process 
doesn’t have to be onerous 
for the device owners either, 
said Colm Warner a mobility 
consultant with CWSI.

He made the point that a 
new device can typically be 
deployed in less than an hour, 
including encryption, MDM 
enrolment and configuration 
of apps. 

“Compared to the loss of 
productivity incurred when 
replacing a laptop, users can be 
back at work almost immedi-
ately after the loss or wiping of 
a device,” Warner said.

“Aside from loss, this quick 
restoration after a wipe can 
also provide a speedy alterna-
tive to troubleshooting for ser-
vice desks,” the mobility con-
sultant said. “As the negative 
implications of a wiped mobile 
device are far less severe than 
traditional IT platforms, I sus-
pect that this happens quite a 
lot more than we hear about.”

One note which Angela 
Madden, managing director 
with Rits Information Security, 
felt was important to point out 
though was that for any device 
to be wiped it “must be con-
nected to a mobile carrier to 
be seen so the type of loss of 
the device will therefore de-

termine if remote wiping is 
actually possible or not,” said 
Madden.

“If the theft of the device is 
solely for the device and not 
the data contained on it then it 
is possible that the device may 
be connected so that it can re-
motely wiped. However, if the 
theft was specifically targeted 
to gain access to the data then 
there are ways around access-
ing the data without making 
the device visible,” she said.

“For example, forensically 
copying the data or turning the 
phone on in a Faraday Cage. 
While these may come across 
as extremes it will come down 
to the perceived value of the 
data on the device. It is there-
fore important that organisa-
tions define what is permitted 
to be copied to these devices 
in terms of confidential and 
sensitive data.”

eople lose devices 
all the time, they are 
small and portable 

and they fall out of pockets and 
handbags easily and unfor-
tunately they are prone to be 
robbed,” said Angela Madden, 
managing director with Rits 
Information Security.

When speaking to Con-
nected about where compa-
nies need to look to sharpen 
up their approach to the bring 
your own device (BYOD) phe-
nomenon, she said the reali-
ty is that they need to look at 
the human element first and 
foremost.

“When considering a BYOD 
strategy, it’s important that you 
consider the risks to the or-
ganisation and what controls 
will be necessary to man-
age that risk,” said Madden. 
“These controls may be met by 
technical solutions but do not 

overly rely on technology in 
this instance. User awareness 
and defined policies also have 
an important role to play as do 
internal procedures dealing 
with incident management 
and employee exit strategies.”

General manager with 
Commtech, Gerry Harvey 
agreed that the BYOD prob-
lem involves “legal and HR is-
sues” as much as any technical 
components. “Usage policy is 
fine when applied to the of-
fice desktop – but how can 
the company balance the need 
for overall security with the 
private usage by an employee 
when ‘off duty’? Enterpris-
es must ensure compliance 
with Ireland’s regulations in 
this area which may require 
‘informed consent’ to access 
personal information.”

EMEA vice-president for 
security and identity solu-

tions with Oracle, Alan Hart-
well agreed that legislation 
around data protection will 
play a “big part” in defining 
how BYOD evolves over the 
next year. “The implications of 
monitoring employee-owned 
devices are still being defined 
in many countries,” he said 
and businesses will need to 
tailor their strategies to respect 
the policies in the countries 
they operate in.

Moving on from the legal 

side of things, Sophos Ireland 
country manager, Dermot 
Hayden warned that the area 
that has not been adequately 
addressed by most business-
es when it comes to mobile 
devices and BYOD for cloud 
services and other web-based 
cloud tools.

“That’s effectively bring 
your own software,” said 
Hayden. “It’s all very well a 
business investing time and 
money in securing endpoint 

devices, mobile devices, serv-
ers and the network but if us-
ers are able to save sensitive 
company information to a 
cloud based storage provid-
er, either from their own or 
company issued devices then 
you have a gaping hole in your 
security posture.”

Hayden said he thinks an 
absolutely key area for busi-
nesses to get a handle on in 
the coming 12 months is how 
they secure data travelling to 

and from mobile devices to 
the cloud.

Director with Renaissance, 
Michael Conway also said that 
the challenge which organisa-
tions need to think about most 
at present in BYOD terms is 
around the data rather than the 
device. “It is virtually impos-
sible to manage the numbers 
of copies of specific files,” said 
Conway.

“For example, if I send an 
email to one person with 
a confidential file, the file 
resides on my system, my 
email server, the recipients 
email server and their system 
along with copies on my smart 
phone and perhaps tablet and 
their smart phone and tablet. 
Therefore the data sits on mul-
tiple devices some managed 
and others not.”

Conway said then that busi-
nesses need to “look at infor-
mation rights management to 
effectively manage the rights 
of access now rather than the 
availability of the file”. By that, 
he said, he means “that there 
may be multiple copies of the 
files in multiple locations but 
the rights are managed cen-
trally and controlled so can be 
revoked as required”.

Legal questions and software riddles define BYOD future
Facing the challenge of ‘bring your 
own software’ should become a larger 
priority over the next year, but so 
should awareness of how complex this 
area is in legal terms

remotely wiping a device may seem 
like an essential ByOD failsafe, but is  
it implemented as often as it should be 
– or does it really achieve what it sets 
out to do?
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