
nified threat man-
agement (UTM) as an 
all-in-one IT security 

solution gained popularity 
towards the end of last year 
across the board. A rise in ac-
tivity from SMEs increased 
demand for easy-to-use but 
comprehensive IT protection. 
Without the resources to have 
a team on site, UTM delivered 
piece of mind in light of cyber 
security concerns that dom-
inated the landscape.

Large corporations also 
started, and will continue, 
to give increased consider-
ation to their security strat-
egies. The intrusion of some 
very high-profile companies 
discarded the “too big to be 
hacked” argument. Business-
es realised the very immedi-
ate reality of being a target 
and the consequences of not 
being properly protected.

Businesses go 
into defence 
mode
While the nature of security 
threat has not changed in the 
last two months, escalating 
cyber crime is pushing it right 

up the agenda for govern-
ments. They’re becoming in-
creasingly active in the space, 
going so far as to block people 
from social media channels 
– this level of engagement 
is a very new phenomenon.

Quentyn Taylor, director of 
information security at Can-
on Europe, said the increased 
presence of cyber criminals 
was more of a concern. “We 
are seeing the skill sets of 
cyber criminals equal those 
at the top of technology. In 
fact, the nature of criminal-
ity has changed thanks to 
the internet, and it provides 
criminals with a transnation-
al arena where penalties for 
IT crime are low compared to 
the massive rewards.”

Unified Threat Manage-
ment (UTM) and Next Gener-
ation Firewall (NGF) are ever 
evolving areas and although 
the underlying principles re-
main largely the same, there 
has been a lot of activity in 
the first two months of the 
year.

These terms are common-
ly used interchangeably but 
Paul Hogan, director at Ward 
Solutions points out the im-
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portant differences to keep in 
mind. “UTM devices like NGF 
consolidate many security 
function such as IPS, an-
ti-malware, URL filtering etc, 
as a solution tailored pretty 
much for the SME market-
place. NGF devices perform 

similar functions in the en-
terprise space, where NGFW 
includes, at a minimum, fea-
tures such as IPS and layer 7 
application awareness and 
control,” said Hogan.

Since the start of 2015, 
driven by the broad recog-
nition of UTMs efficiencies, 
there has been upward trends 

of companies with an aging 
firewall estate looking for 
UTM or NGF to replace their 
legacy firewall.

Many companies had UTM 
hardware on site last year, but 
the bulk had it purely as a 
firewall, without its other 
functions turned on. As UTM 
use grows and develops, its 

capabilities are being rec-
ognised and so its users are 
looking to reconfigure their 
devices to perform a broader 
suite of protective features.

Hogan said there have been 
important changes on the 
vendor side since the start of 
this year with the coupling of 
UTM device and sandboxing 

technology. Vendors such as 
Fortinet are making it easi-
er to sell through licensing 
models where the device is 
sold with all functionality 
bundled in.

It’s widely accepted that 
extending the UTM device 
by integrating with sand-
boxing technologies is key 
to achieving maximum pro-
tection. “The combination to 
UTM device with Sandbox 
reduces the attack surface ar-
eas, ups the stakes on threat 
prevention and detection and 
facilitates greater assurance 
through continuous moni-
toring and built in incident 
response,” said Hogan.

A challenge 
for UTM to 
overcome
Where UTM delivers as an 
all-in-one solution for an 
SME with limited financial 
and human capital, you can-
not be guaranteed that you 
are getting best of breed for 
the individual components 
(firewall, spam, anti-mal-
ware etc).

Taking this into account 
John Ryan, chief executive 
of Zinopy said that “technol-
ogy hasn’t matured enough 
for big corporates to embrace 
UTM”.

Another challenge Ryan 
points out for both UTM as 
a solution and the SME sector 
is the increase in third-party 
attack. It used to be the case 
that a basic firewall would 
suffice, but as hacking gets 
more sophisticated and in-
novative, the smaller compa-
nies that act as service pro-
viders to the big firms are at 
as great a risk. 

Taking this into consider-
ation, the level of protection 
offered by UTM solutions will 
have to improve dramatical-
ly or it will no longer be the 
safest option.

Cyber crime 
remains the 
constant 
threat
There has been a significant 
increase in data breaches in 
recent months and continued 
advances in cyber crime look 
set to make it an even bigger 
issue throughout the year.

The level of capital invest-
ment required for IT crime 
has dropped massively. Be-
fore you would have had to 
have someone with special-
ised skills which would be 
better than any organisation. 
Now attackers can buy these 

skills and tools online – there 
is a ready market for crimi-
nals to buy and trade mal-
ware code. Taylor said that 
“criminals can now buy bot-
nets and hacking tools and 
software from organisations 
that provide 24-hour sup-
port.”

Conroy said he expects a 
marked increase in the secu-
rity analytics area as a way of 
combating the issue, with this 
most likely being in the form 
of improvements in both 
software and employee skill 
set to detect and analyse risk.

UTM as an 
efficient 
management 
tool
There seems to be consen-
sus in the industry that as 
the benefits of UTM spread 
further than IT protection, it 
can also pay dividends from 
a management perspective.

Angela Madden, managing 
director at Rits information 
security specialists said that 
“as systems are becoming 
more complex and dispa-
rate, the centralising of logs 
into one system is efficient. 
This also lends itself to the 
rapid deployment of a fix in 
the event of a breach or po-
tential breach.”

 On the logistics side is 
making sure your device is 
in full working order. “It is 
imperative to get the alerting 
correct at the outset so that 
only the necessary events are 
highlighted and the ‘back-

ground noise’ is eliminated,” 
she said.

She emphasises that the 
amount of effort required 
to do this “shouldn’t be un-
der-estimated”.

Madden said SMEs need 
to ensure systems are being 
run in active, as opposed to 
passive, mode. “In our ex-
perience we have seen or-
ganisations caught out badly 
where the event was logged 
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but not acted upon, leading 
to a more serious intrusive 
breach,” said Madden. These 
errors can nullify having the 
system in operation at all so 
it’s worth keeping a check on 
the small details like this that 
could easily get overlooked.

Although UTM cuts out a 
lot of labour, it’s important 
that you and your IT staff 
are fully briefed on the lat-
est software and don’t get 
complacent. 

Fine tuning and surveil-
lance of the threat landscape 
need to be constant. Having 
measures and counter mea-
sures in place will ensure you 
are getting the full benefit 
from your UTM system, and 
will give you the highest pos-
sible form of defence.

UTM in 2015
With marked activity in the 
first couple of months of this 
year, as mentioned above, 
it will be interesting to see 
how the area changes over 
the next while.

As cyber crime gets in-
creasingly sophisticated, data 
breaches and theft are likely 
to escalate. 

“With the internet of things 
enabling so many devices, 
hacking and viruses that 
may have been debunked for 
traditional IT can be weap-
onised and used to hack these 
devices,” said Taylor.

He said businesses needed 
to consider all of the data that 
people are generating mind-
lessly on their person and in 
their homes. Taylor said de-
vices like Samsung’s listening 
TVs show we are generating 
massive amounts of data 
without addressing the risks 
involved. For example, he 
said, there is growing adap-
tion of wearable technology 
in the health and fitness area 
but we should understand 
where this data is going and 
how it’s being used. 

“Ultimately with progress 

there is an element of risk 
but better understanding of 
the escalation of arms race 
between hacker and criminal 
and an organisation is need-
ed so we do not compromise 
data which we would other-
wise hold dear,” said Taylor.

Michael Conway, director 
at Renaissance, said that fur-
ther exploration of additional 
capabilities within UTM will 
remain in focus through 2015 
and into 2016.

“The good UTM technolo-
gies are all moving towards 
addressing these security 
needs, and they are also 
becoming more integrated 
with the other key aspect, 
endpoint solutions,” said 

Conway.
This progression may not 

happen across the board. “We 
see some traditionally strong 
UTM vendors not making 
this transition and it is those 
who have access to and in-
vest in significant R&D that 
will emerge as leaders and 
offer the level of protection 
sought,” he added.

It seems that the old adage 
‘adapt or die’ will come into 
play as firms fail to keep up 
to speed and lose what may 
have been a significant or 
dominant position, said Con-
way. The Renaissance direc-
tor said that Sophos is aware 
of this and has taken the steps 
to be ready to move forward 

as developments unfold. 
“We are delighted that So-
phos have taken these steps 
and the roadmap and release 
plan will see significant leaps 
forward,” said Conway.

In November Sophos re-
leased UTM ver 9.3. “The 
benefits associated with a 
unified security approach 
in terms of reduced cost, 
improved security and sim-
plified management and 
support hugely outweigh any 
potential single point of fail-
ure concerns businesses may 
have,” said Dermot Hayden, 
country manager for Sophos. 
Further to this, it’s likely that 
recent updates will strength-
en its position even more as it 

diversifies its offering at pace 
with market changes.

This move has already been 
recognised by the customer 
base, with a definite spike in 
interest on the Sophos prod-
uct.“The time for change is 
short, and those who don’t 
move forward move back-
wards,” said Conway.

Hogan echoed this senti-
ment. “We expect to see an 
increased number of clients 
looking to make sure they 
have UTM and NGFW devic-
es that are based on the latest 
technologies. More and im-
proved integration between 
UTM devices is also expected, 
as well as an uptake on virtu-
alised UTM devices, but that 
concept is still in its infancy, 
with market share gauged at 
less than 10 per cent,” said 
Hogan.

Looking ahead
Organisations, whether SMEs 
or large corporates, will differ 
when it comes to their se-
curity posture and specific 
needs, but UTM will look to 
hold and increase its market 
share over the coming year.

With advances in security 
software, vendors are contin-
uously improving their prod-
uct offering. Far from being 
driven by maintaining a lead 
over their competitors, the 
reality is that these improve-
ments are being done out of 
necessity as the IT security 
industry scrambles to defend 
itself against increasing cyber 
crime.

As we share more and 
more data online, the risk 
of it being compromised by 
constantly innovating cyber 
criminals is set to continue 
through 2015.

An increase in awareness 
from both company and con-
sumer and recent action by 
governments is positive but 
whether this will be enough 
of a defence remains to be 
seen.
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