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ver the past number 
of years, hacking has 
become a multimil-

lion euro industry that can 
affect companies of all sizes 
and expose individuals’ per-
sonal details, from healthcare 
records to financial details.

One area under constant 
threat is the payments in-
dustry, with Payment Card 
Industry Data Security 
Standards (PCI DSS) under 
scrutiny for their inability to 
comprehensively determine 
the safety of data within an 

organisation.
In late 2014, hackers gained 

access to Sony, Amazon and 
Xbox servers to pilfer credit 
card information from 13,000 
of their customers, with 
Sony alone having nearly 
45 terabytes of information 
skimmed from their data-
base.

The bandwidth and time 
required to steal nearly 45 
terabytes demonstrates how 
easy these hackers found it 
to go undetected while nav-
igating Sony’s servers to steal 

a huge amount of person-
al data, until they flagged it 
to gain recognition for their 
work.

For many years, attempts 
to maintain security stan-
dards for the storage of credit 
card information have been 
reinforced by PCI. This re-
quired standard is a level of 
security that companies need 
to maintain so they can safely 
reassure their customers that 
credit card information sub-
mitted during the purchase 
process is stored safely and 
encrypted sufficiently.

Speaking about poor im-
plementation of PCI stan-
dards, Ronan Murphy, chief 
executive of Smarttech said 
companies are approaching 
PCI in an inadequate manner.

“It’s not difficult to keep up 
with security practices and 
maintain PCI compliance if 
you adapt the correct tech-
nologies to your company. 
The problem is that manage-
ment treat compliance as an 
annual event, whereby they 
have their audit coming up 
and at that stage they pile 
their resources into ensuring 
they are compliant.

“Organisations can be 
compliant, but if they don’t 
put an emphasis on security, 
they are vulnerable and in-
crease their chances of being 
breached.”

Annual audits of PCI stan-
dards can be quite ineffective 
when it comes to the cost of 
updating security systems, 
as a larger audit requires 
significant manpower. An-
gela Madden, managing di-
rector at Rits said ensuring 
PCI compliance can be cost 
effective if designed into your 
company’s framework from 
the outset.

“The best cost effective 
method is to design it in 
from the outset. If you are 
developing a system or a new 
online service that you are 
providing, at the design stage, 
if you have a security expert 
involved on your project, it 
means that you are designing 
it in. You’re not waiting until 
it’s about to go live and see 
what leaks occur.

“The problem tends to 
be with legacy systems, in 
which it is harder to build 

in payment standards that 
adhere to PCI compliance. It 
has been around since 2006, 
although Irish companies are 
only getting to grips with it 
now.

“With more modern sys-
tems, it can be built in from 
the start. When third-party 
vendors are selling payments 
systems, they design, build, 
and sell them with PCI in 
mind. So, when someone 
buys the system off them or 
installs it in the cloud, they 
can be certain they are buy-
ing a PCI standard piece of 
software.”

Brendan McPhillips, 
co-owner and director at 
Asystec also feels PCI com-
pliance doesn’t necessarily 
need to cause headaches for 
organisations, and with the 
right advice, companies can 
easily remain compliant.

“Our remit is on the gov-
ernance side of things and 

When it comes to security, 
businesses can’t just rely 
on an annual check-up and 
any geek off the street, 
writes Killian Woods
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Cybersecurity is a hot 
topic for businesses 
globally. On a dai-

ly basis we read about a 
whole range of high-profile 
breaches resulting in sensi-
tive data being stolen. The 
most recent attack was on 
AshleyMadison.com, a site 
that helps married people 
cheat and whose slogan is 
‘Life is Short, have an Af-
fair’. This particular attack is 
the perfect example of how 
much sensitive customer 
data organisations store on 
their systems and do not ad-
equately protect. Unfortu-
nately, Ashley Madison will 
not be the last high-profile 
breach and we can expect 
more hacking incidents in 
the coming weeks. These 
days it is not a case of if 
companies get breached, 
but more of when.
How can organisations 
protect their data and 
what should Ashley Madi-
son have done? 

The hackers who breached 
Ashley Madison (Impact 
Team) have revealed that 
they had been actively 
working inside the net-
work for months without 
being noticed. Once they 
bypassed the main firewall, 

nobody in Ashley Madison 
was proactively monitor-
ing the network to identify 
any unusual behaviour. The 
hackers were able to steal 
customer information, 
source code repositories, 
financial records, docu-
mentation and emails at 
their leisure. 

The reality is that all com-
panies store sensitive data 
on their network. In order to 
protect this data companies 
need to employ a combi-
nation of technology and 
services that can monitor 

the movement of this data 
around their systems, sim-
ilar to how the organisation 
engages a CCTV company 
to monitor security camer-
as.  By analysing this layer 
of traffic a company will 
get a level of visibility that 
allows them to react faster 
and contain a breach before 
it becomes news headlines.

A whole range of new 
technologies have been 
developed that would have 
prevented Ashley Madi-
son from being breached. 
However, these tend to be 
complex and expensive 
solutions. 

Traditional security sys-
tems are no longer reliable. 
An integrated, compre-
hensive security strategy 
is crucial. However, many 
organisations nowadays 
are lacking the resources 
to successfully implement 
such a strategy. It is not only 
the people behind who can 
ensure that all operations 
are managed and monitored 
correctly, but it is rather a 
combination of people, 
processes and technolo-
gy that is at the core of all 
security practices. Critical 
IT infrastructures need the 
most innovative technolo-

gies in order to detect and 
respond to targeted attacks 
and breaches.

Smarttech has built a 
security operation centre 
(SOC) which provides re-
al-time, 24/7 monitoring 
of clients’ networks. This 
service offering has quick-
ly become the solution of 
choice for organisations that 
are serious about protect-
ing their data. The services 
delivered from the securi-
ty operation centre vary in 
complexity from helping 
organisations with basic 
Anti-Virus protection, PCI 
compliance, log manage-
ment and real-time intel-
ligence. 

The team at Smarttech 
are fully trained to ensure 
your networks are mon-
itored, secured and stay 
fully compliant, and most 
importantly, that sensitive 
data is secured. Get in touch 
with us for a free consulta-
tion today. 

www.smartech.ie
raluca@smarttech.ie

0818 272727

How to protect your business 
from cyber security attacks

Ronan Murphy, CEO of 
Smarttech
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The reality is that all companies store sensitive data 

on their network. In order to protect this data compa-
nies need to employ a combination of technology and 
services that can monitor the movement of this data 
around their systems, similar to how the organisation 
engages a CCTV company to monitor security cameras.  
By analysing this layer of traffic a company will get a 
level of visibility that allows them to react faster and 
contain a breach before it becomes news headlines.

 
It is not only the people behind who can ensure that 

all operations are managed and monitored correctly, 
but it is rather a combination of people, processes and 
technology that is at the core of all security practices.

O

The best cost 
effective method 
is to design PCI 
compliance in from 
the outset
Angela Madden,  
managing director, Rits

Angela Madden, managing 

director, Rits Security Group
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providing customers with 
far better insight into their 
data sets that they have and 
use. Some of the solutions we 
provide will inform the cus-
tomers where PCI actually 
resides in their organisation. 
We would scan data sets and 
provide information to our 
clients that they have 5,000 
credit card details sitting in 
this location and this is out-
side what your PCI compli-
ance requirements are.”

Dermot Hayden, country 
manager of Sophos Ireland, 
agrees that PCI compliance 
can be made overly compli-
cated, as long as the tools you 
deploy are easily managed.

“You can look at it as being 
very complex, you can try 
and overthink it. I think the 
nub of ensuring PCI com-
pliance is simplicity. The 
old KISS principal, keep it 
simple. If people apply the 
tools that are available and 
they deploy tools that are 
built around simplicity in 
terms of their deployment 
and management, then no, 
I don’t think it should be a 
challenge,” he said.

PCI compliance is an ev-
er-changing landscape that 
aims to account for new vul-
nerabilities in the security of 
payments systems. Valerio 
Virili, senior security consul-
tant at Ward Solutions, said it 
is very important to keep in 
touch with the new threats 
emerging every day.

“For PCI compliance, there 
are so many security require-
ments. The key for myself is 
training. At Ward Solutions 
each engineer must spend a 
portion of their time on train-
ing and we take this training 
very seriously by investing 

€400,000 in ensuring our 
staff have the correct cer-
tification to be working on 
products that are up to PCI 
standards.

“We also look at weak-
nesses in security systems 
a lot and we learn during 
the year about the securi-
ty incidents and high-level 
breaches in the payments 
area so that we can trust that 
our knowledge is up to date 
and maintain trust with our 
clients.”

Michael Conway, direc-
tor at Renaissance, echoed 
this need to closely monitor 
large and small-scale se-
curity breaches. Networks 
at organisations becoming 
more complex and hackers 
are finding it easier to expose 
vulnerabilities, so it is very 
important to understand 
where the problem lies.

“One of the biggest prob-
lems these days for organi-
sations is that their networks 
are very complex. There is 
no physical perimeter. That 
is one of the physical pa-
rameters to businesses now. 
People could be in a hotel 
lobby and they are logging 
onto their email, they’re us-
ing their companies systems, 
they are using cloud-based 
applications.

“The interconnected 
challenge is really present 
and leaves us with the re-
sponsibility to monitor the 
developments in technology, 
find the threats, and make 
sure that our clients are with 
reputable vendors who are in 
a position to protect against 
the emerging threats and 
provide a satisfactory level 
of research and development 
around that.”

Talking about some proac-
tive measures consultants at 
Rits take to highlight vulner-
abilities, Madden said they 
actively test software to ex-
pose weaknesses.

“It’s our business, so we 
have to stay ahead of the 
curve. We will test hard-
ware and software on devices 
before they go to market, so 
that is how we are able to stay 

ahead of those trying to hack 
these systems. It’s really like 
most industries; you just have 
to put in the hours and effort.

“Some of our consultants 
also get involved with what 
is known as ‘capture the flag’ 
when the likes of Symantec 
and Microsoft are releasing 
new software. They go after 
bug bounties when these 
companies put their soft-

ware out into the public do-
main. These companies will 
then pay whoever can find a 
vulnerability before the soft-
ware is sold as a commercial 
product.”

New software updates to 
existing systems can pose 
quite a threat to the PCI com-
pliance of a company. Despite 
rigorous testing, hackers have 
the mindset that these new 

updates always have a fresh 
weakness they can expose.

Talking about software 
updates, Murphy said that 
patching these weaknesses 
is the biggest challenge to 
companies like Smarttech.

“Effectively and efficiently 
patching vulnerabilities as 
they are released by the soft-
ware vendors is our biggest 
to page 46

Angela Madden, managing 

director, Rits Security Group

Picture: Maura Hickey
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from page 45
challenge. Hackers know that 
all companies won’t be able 
to keep up with the many se-
curity updates and patches 
to systems that are released, 
so they reverse engineer it 
and then understand how to 
exploit it.

“It’s generally down to a 
lack of resources and man 
power. This is the major 
roadblock to maintaining 
continual PCI compliance. 
There are new technologies 
emerging, which will offset 
this issue because they auto-
mate an awful lot of the tasks 
that previously would have 
been seen as heavy lifting for 
the IT department.

“These new technologies 
are helpful for keeping on 
top of patches because if a 
company gets a PCI audit on 
the Monday, by Wednesday 
when Microsoft release their 
new software update, a vul-
nerability could emerge.”

McPhillips also said that 
companies can be unaware 
about the importance of 
patching updates, but a 
larger issue is that some or-
ganisations take a lacklustre 
approach to PCI compliance 
because they feel hackers 
will only go for fat targets 
like big multi-nationals.

“Some companies deem 
themselves too small to be a 
potential target for hackers, 
but the reality is that they 
are the stepping stone for 
access to larger organisa-
tions. Smaller organisations 
tend to hold a lot of relevant 
information in one location, 
not only keeping credit card 
information, but also hoard-
ing CCV numbers and names 

of customers in single loca-
tions. That means if someone 
has access to this one data 
set, they suddenly have their 
hands on the crown jewels. 
We work with our customers 
to inform them about how 
dangerous this is.”

Reiterating that small 
startups are as viable a target 
as a large corporations, Mur-
phy said it is time legislation 
is put in place to address lazy 
attitudes to data protection.

“Everyone is vulnerable, 
from small startups to book-
makers to large airlines. Data 
is the new oil. For example, 
selling credit card details on 
the underground, you can 
fetch between €50 and €150 
per card and other financial 
information. Data is very 
valuable now and the way 
they use it generate revenue 
it phenomenal.

There is a lot of legisla-
tion coming down the line 
now that will affect compa-
nies if they don’t maintain 
compliance or if they don’t 
safeguard client financial 
information because of the 
damage these people in the 
black market can do.”

Murphy continued, high-
lighting the measures large 
organisations are taking to 
move away from snapshot 
analysis and move towards 
constant observations of se-
curity threats.

“The bad guys are investing 
heavily in exposing vulnera-
bilities and they have all the 
time in the world in order to 
breach organisations. This is 
why snapshot analysis at this 
moment in time is now an 
outdated method for judging 
PCI compliance.

“We are moving towards 

continuous monitoring. 
That’s what all the major 
global vendors in security 
are focusing on. Companies 
like IBM and Tenable who 
are leaders in security are 
moving towards continuous 
assessment.

“Tenable, who would be 
the industry standard secu-
rity scanner, have changed 
their entire business model 
to be ‘continuous view’ be-
cause they know that re-
viewing security standards 
every few months isn’t good 
enough anymore. IBM have 
introduced QVM, which is a 
vulnerability manager that 
helps larger companies keep 
on top of their threat levels.”

In a bid to highlight the 
threats posed to small busi-
nesses, Sophos Ireland re-
cently ran a project to test 
the level of attack small to 

medium companies in Ire-
land are under. 

“We set up a small online 
business to mimic a small 
Irish company just to see 
what would happen. We 
were immediately flooded 
with attacks. It was very tell-
ing that with what might be a 
typical small Irish business, 
the moment we went live on-
line with a cloud provider, 
we were being attacked. We 
didn’t actually get hacked, 
but we were flooded with 
attacks,” said Hayden.

Having said that, he be-
lieves Irish businesses are 
implementing security 
measures to a high level in 
most cases, except where 
businesses don’t seem them-
selves as a potential target.

“Those that apply them-
selves are faring very well, 
but there are large numbers 
that don’t believe they’re 
actually a target though, 
and those companies aren’t 
fairing very well. Part of the 
problem often is if people 
don’t see that they’ve suffered 
an obvious attack, then they 
don’t think they’re under at-
tack. But many people aren’t 
monitoring to the extent that 
they’d know if they’re under 
attack or compromised.

“There’s still an expectation 
that when you get compro-
mised, that somehow there’s 
all sorts of alarm bells that go 
off within your organisation 
so you know immediately 
you’ve been compromised 
but that’s not the way mal-
ware authors work now. They 
work by stealth,” he said.

Mitigating this poor at-
tention to detail around 
payments security is the 
big challenge that faces the 
companies who focus on 
providing PCI consultancy 
like Renaissance.

Conway said ensuring 
standards are adhered to is 
all about providing deci-
sion-makers with the right 

information about what as-
pects of their business need 
to be PCI compliant.

“One of the biggest chal-
lenges for our businesses is to 
keep people aware of what is 
required to stay safe and PCI 
compliant. If their systems 
are not current and up to date 
to deal with the latest threats, 
they are wasting their time.

“Frequently we would 
come across clients who 
have a firewall and are puz-
zled why they need another 
firewall to stay protected, 
but a firewall that was im-
plemented three years ago 
is probably not doing the job 
that is required. These things 
need to be monitored, audit-
ed and tested.

“What we are seeing is or-
ganisations looking to im-
plement and invest in cloud-
based security solutions that 
are continually updated, 
meaning the company is al-
ways protected when users 
of the system are on-premise 
and off-premise.”

Communicating this need 
for compliance is also a sig-
nificant challenge Virili sees 
at Ward Solutions when deal-
ing with clients. He said chief 
innovation officers and the 
heads of technology depart-
ments have a responsibility 
to understand the threats that 
are out there and only then 
can the correct measures be 
put in place.

“We can update a security 
system and adapt a security 
service to the clients needs, 
but you must keep informed 
about the incidents that are 
occurring. This is the key 
point, because as we have 
seen during a lot of security 
breaches this year, the staff 
are always the weak link.

“For me as a consultant, 
the biggest challenge is to 
make aware all the chief 
technology officers, the chief 
innovation officers, and chief 
executives that their employ-
ees are the entry-point for 
these security breaches.”

Specifically looking at Irish 
companies, Virili doesn’t feel 
they are necessarily negli-
gent, but they do also need 
to enroll the help of security 
specialists.

“Information is the key. 
We have come across some 
companies inappropriately 
managing critical details, but 
this was not because they 
were negligent, but because 
they were ill-informed about 
what security controls they 
needed to implemen,” he 
said.

“This is why consultan-
cy is so important. We can 
implement all the security 
solutions companies want, 
but the key objective is to 
transfer our knowledge to 
our clients.”

Asystec and Symantec can help you        
address key challenges around data      
protection allowing you to demon-
strate regulatory compliance. 

Call us today for further info           
1800-844 321 

www.asystec.ie    info@asystec.ie  @asystecDMS 

DO YOU KNOW... 

 Which file servers and databases contain risk data? 

 Which laptop and desktop computers contain risk 
data? 

 Who has unauthorised access to your risk data? 

 

 

Safeguard your brand and reputation with  

Symantec Data Loss Prevention... 

DISCOVER AND ADDRESS… 

 Where confidential data is stored throughout your 
organisation  

 Challenges around the payment card industry data 
security standards 

What we are seeing 
is organisations 
looking to 
implement and 
invest in cloud-
based security 
solutions that 
are continually 
updated, meaning 
the company is 
always protected
Michael Conway, director, 
Renaissance

Michael Conway, 

director at Renaissance


