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Data security consistent-
ly features at the top of 
the business agenda. So it 

should come as no great surprise to 
learn from Britain’s Cloud Industry 
Forum that 70 per cent of those 
questioned in its recent business 
survey cited data security as a 
major concern in adopting cloud-
based services. This figure was up 
from 61 per cent the previous year.

And while British organisations 
are clearly exercised by the po-
tential threats to the integrity of 
data residing beyond the trusted 
firewall, Irish attitudes appear to 
be peppered by a lack of under-

standing and education.
“There’s not enough awareness 

or knowledge about the securi-
ty risks of cloud and we should 
certainly be looking at it more,” 
according to Angela Madden, 
managing director with security 
specialist, Rits.

“I think many organisations are 
sold on the concept of cloud; it’s 
going to make life easier, we can 
reduce resources in a virtualised 
environment and we don’t have 
to worry about back-ups or resil-
ience. But they’ve been sold the 
service without a realistic assess-
ment of the consequences if secu-

rity is not correctly positioned,” 
she said.

Madden’s view is consistent with 
the findings of recent research 
conducted by BT in conjunction 
with market analyst IDC.

The report, Cloud Services in 
Ireland: State of the Nation, also 
suggests that security is one of the 
biggest barriers to adoption, echo-
ing the sentiment that much needs 
to be done to address the knowl-
edge deficit among businesses.

Data breach can result in lost 
business major damage to reputa-
tion, and a significant operational 
challenge to reinstate critical sys-
tems to their former glory.

Marc O’Regan, chief technical 
officer with EMC Ireland specifi-
cally highlights concerns around 
public cloud adoption.

“When we look at cloud we 
need to be specific. The concerns 
around security and data privacy 
have definitely increased since 
this time last year – somewhere 
between 7 and 9 per cent – but this 
is specific to public cloud adoption.

“There’s an ongoing threat to 
public cloud consumption right 
now, but this opens up other op-
portunities in the data centre and 
possibilities that we can explore 
around private and hybrid cloud 
architectures,” he said.

O’Regan believes that the core 
issues boil down to control and 
application classification – looking 
at the nature of the application to 

be delivered and understanding 
what is beneficial and appropriate 
to move beyond the firewall.

“Web-facing services and test 
and dev workloads will often 
get spun out northbound of the 
firewall. But with more and more 
choice around cloud providers, 
delivery models and platforms, 
customers need to ask; ‘what’s 
right for my application, what’s 
right for the users, where would 
it be best placed to sit and how is 
it going to yield the best return for 
the business?’”

Michael Conway, director with 
IT security distributor Renaissance, 
believes that Irish organisations 
are finally starting to understand 
the cloud.

“Security concerns have slowed 
its adoption, but there’s now more 
clarity on what the actual risk is 
and the industry is starting to 
deliver solutions, which provide 
more effective protection. It has 
in effect re-engineered some of 
its security solutions and changed 
the messaging around how they’re 
deployed,” he said.

Conway believes that security 
requires constant vigilance.

“We regularly see organisations 
which believe they have security in 
place, having invested four or five 
years ago, but the environment is 
totally different today,” he said.

“You have people on the road, 
dialling in remotely, using VPN 
access, working from home. Or-

ganisations need to consistently 
monitor and review their security 
to ensure that it’s appropriate.

“A typical SMB doesn’t always 
have those skill sets, so they need 
to partner with someone who has. 
That’s not necessarily a vendor, 
but it could be an integrator with 
whom they can work to deliver an 
appropriate level of protection,” 
he said.

New EU data protection legisla-
tion – touted as the most significant 
legislative overhaul in 20 years – 
is due to be introduced later this 
year. Unlike previous iterations, 
this regulation has teeth and is 
will apply to member states im-
mediately. 

It aims to introduce harmonised 
regulation, mandatory data breach 
notification, increased responsi-
bility and accountability for data 
owners and stiff financial penal-
ties ranging from 0.5 per cent to 
two per cent of annual turnover 
for non-compliance. Some for-
ward-thinking organisations are 
starting to prepare now.

“I would say that more and more 
clients are asking us to help them 
to do an initial risk assessment on 
whether they should move a par-
ticular part of their business into 
the cloud,” said Madden.

“Then they can make an in-
formed decision as to whether 
the cloud will work for them and 
whether it’s the right course of 
action,” she said.
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