
The web is the great-
est source of mal-
ware, malicious 
programmes that 
are injected into 

legitimate websites that can 
in turn infiltrate our desktop 
or mobile devices without our 
knowledge. 

Malware takes many forms 
including trojans, which can 
delete, block or damage a us-
er’s computer or keyloggers, 
which covertly track a user’s 
keystrokes and use them to 
decipher passwords.

But one particular form of 
malware is on the rise, accord-
ing to Michael Conway, direc-
tor with IT security distributor 
Renaissance.

“We’ve seen a huge increase 
in the number of ransomware 
attacks. Ask any IT reseller or 
security professional and they 
will tell you they come across 
this regularly,” he said.

Users inadvertently down-

load a piece of malware to 
their PC, it transmits out to 
another location, retrieves a 
key and at that point it effec-
tively encrypts the device. 
Victims are then coerced into 
making a financial payment, 
often in Bitcoin or some other 
untraceable currency, for full 
access to be returned.

Cryptolocker, Cryptode-
fence or Cryptowall represent 
some of the most sophisticat-
ed malware in the world and 
very often go undetected by 
traditional antivirus products.

Conway cited three po-
tential solutions for dealing 
with a ransomware attack, the 
first one being to do nothing, 
which he admitted isn’t the 
most effective one, as it in-
volves losing all your data.

“You can also try reverting 
to back-up, but if you have a 
permanently attached back-
up such as a USB stick or hard 
disk drive, the ransomware 

code will have encrypted that 
also. 

“We have had many cases 
where customers have had to 
go back months and months 
until they get a clean back-
up and months of lost data is 
effectively destroying every-
thing you had. 

“The alternative option is to 
pay and that’s not an option 
many organisations would 
contemplate, but the alter-
natives can be pretty stark,” 
he said.

The ultimate protection is to 
deploy security technologies 
such as Sophos or Heimdal, 
sophisticated software spe-
cifically designed to com-
bat these types of malware, 
which carefully look at the 
traffic entering and exiting 
the network.

“These solutions allow you 
to have rules in place, which 
actually look at any potential-
ly suspicious traffic coming 

from a PC or a laptop and stop 
it transmitting out. In doing 
that, you will have stopped 
the attack at the point where 
it’s creating the link to do the 
encryption. 

“You may still have the mal-
ware on your device, but it’s 

not activated and you can now 
take the appropriate action to 
quarantine and remove it.”

Conway is not alone in his 
assessment of the security 
landscape. In its Q2 report, 
security provider McAfee 
reports a staggering 58 per 

cent increase in the number 
of new ransomware samples 
it detected. And it’s not limited 
to desktop devices.

Mobile malware has 
emerged in recent days which 
changes the PIN on a user’s 
Android phone and locks 

them out until such time as 
they part with $500 for the 
unlock key. 

Of course, if victims fail to 
pay they have to perform a 
factory reset which deletes all 
the data on the device.

Conway acknowledged 
that many organisations have 
sweated their IT assets during 
the downturn, but believes 
that now is the time for them 
to re-examine whether the 
security solutions they have in 
place are fit for purpose.

“An organisation may be 
relying on older, productivi-
ty-based web filtering tech-
nology, which simply stops 
people visiting inappropri-
ate sites. They might tell you 
they’re protected from a web 
point of view, but in reality 
most of them cannot with-
stand the sophisticated mal-
ware that’s emerging through 
the web,” he said.

But the most basic threat to 
an organisation’s data protec-
tion is the use of USB keys, 
said Conway, with many of us 
having amassed a stockpile of 
them from various exhibitions 
and events we have attended 
over the years.

“There’s lots of risk and 
threat associated with USBs 
in terms of introducing some 
piece of malware into an or-
ganisation. But also in terms 
of the ability to control what 
gets copied onto and copied 
off them. People plug them 
into various machines and risk 
cross infection.

“And with the new EU 
data protection regulations 
looming, I recommend that 
organisations encrypt their 
data. If it’s important, it needs 
to be encrypted and people 
just need to be more familiar 
with encrypted USBs, sending 
encrypted emails and man-
aging data in the cloud in an 
encrypted fashion.”

Conway believes that en-
cryption is a really quick win, 
but also a quick loss if organ-
isations fail to adopt it.

“The first thing I would do 
in an organisation is to restrict 
staff to corporately issued de-
vices. Ideally you should put in 
place device control products, 
which limit the devices that 
can work on the network and 
when coupled with encryp-
tion, you have some level of 
effective protection,” he said.

Organisations are struggling to deal with 
increased sophistication in malware, but 
how can they protect themselves?
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A reliable, retriev-
able back-up is a 
critical part of any 
robust data pro-
tection policy. In 

the case of data loss, very often 
a clean copy of the most recent 
back-up can be the difference 
between operational conti-
nuity and closing the doors.

Many organisations are 
looking to mitigate this risk 
by moving their back-ups and 
disaster recovery (DR) to the 
cloud, according to Fergal 
Quigley, sales manager with 
Xterity Cloud Services, which 
provides dedicated, man-
aged cloud infrastructure as 
a wholesale cloud service to 
IT resellers.

“The biggest area of interest 
is definitely around business 
continuity and our resilience 
offerings – DR and back-up 
to the cloud or cloud to cloud 
are the most common services 
we’re seeing in Ireland right 
now.”

Quigley attributed its pop-
ularity to the fact that online 
back-ups can handle all dif-
ferent types – physical, vir-
tual, on premise to cloud and 
cloud to cloud, but simplicity 
also plays a key role.

“There’s a simple graphical 
interface for configuring the 
back-up across assets as well 
as setting back-up frequen-
cies and retention policies. It’s 
pretty straightforward and the 
fact that it’s fully managed and 
fully monitored is very attrac-
tive to organisations,” he said.

Compliance and regulatory 
imperatives are also driving 
this new wave of adoption, 
but many organisations don’t 
invest in sufficient business 
continuity planning, Quigley 
said.

“There would be quite a lot 
of large customers who have 
DR set up within the same 
building. They haven’t con-
sidered what happens if the 
building was burned to the 

ground. They don’t have any 
offsite, proper DR solution 
and we try to give them that. 
We try to give them both, an 
on-premise solution and then 
on-premise to cloud,” he said.

With so many cloud ser-
vice providers in the market, 
how diligent are organisations 
about examining the infra-
structure that they’re entrust-
ing their most critical business 
assets to?

Quigley said that a certain 
calibre of customer would 
perform an audit and pene-
tration testing as part of their 
due diligence. Most will en-
gage a number of potential 
providers before arriving at 
a final decision.

“We recently engaged with 
a prospect for our DR as a ser-
vice. They were comparing us 
with three other DR providers. 
In their due diligence process, 
their engineers informed us 
that our procedure for declar-
ing a disaster was the only one 
that had a ‘second validation’ 
requirement. Until they read 
our DR invocation process, it 
had never occurred to them 
that this validation cross-
check was missing from the 
other DR providers.

“If somebody can simply 
call up and declare a disaster 
and initiate a recovery without 
proper validation, then that 
potentially would be a mas-
sive problem,” he said.

When selecting a cloud 
services provider, Quig-
ley advised organisations to 
ensure that recognised data 
protection and security stan-
dards are in place (such as ISO 
27001) and that they are regis-
tered with the Data Protection 
Commissioners Office.

“ISO 27001 accreditation 
is one of the best security 
benchmarks available in the 
world. These standards ensure 
common security concerns 
are robustly covered by the 
standards processes,” he said.

Firms make the 
move to online 
back-up
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Renaissance warns of more ransomware attacks


