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Clear and Persistent danger
cover story

he biggest challenge 
facing any IT security 
provider or vendor, or 

indeed anyone tasked with 
maintaining security within 
a firm, is maintaining the at-
tention of those they protect. 
As long as computers have 
been in offices, there have 
been threats. The ‘prophets 
of doom’ spiel simply doesn’t 
work anymore. After a while 
users become immune to talk 
of threats and that’s what 
makes them most vulnerable.

Few in Ireland know this 
better than Michael Conway. 
The director of Renaissance 
has been in the game for nearly 
three decades now. With cy-
ber crime having evolved into 
an industry of its own, Con-
way has the daunting task of 
convincing customers and 
friends to be more wary now 
than ever.

“When we started in 1988, in 
terms of malware, we actually 
made more money running 
courses talking about viruses 
than we did selling virus prod-
ucts, but things have moved on 
dramatically since,” Conway 
told Connected.

“That was then and what we 
have now is that you’re buy-

ing a product that should pro-
tect your environment, your 
endpoint from malware and 
integrated malware threats. 
You’re not talking about little 
toys and little children writing 
little pieces of code that makes  
screens fall down and things 
jumble up,” said Conway.

“What you’re talking about 
is organised crime, you’re 
talking advanced persistent 
threats, you’re talking about 
integrated threats, you’re 
talking about a situation where 
somebody receives an email, 
perhaps with no malicious 
code, perhaps looks perfectly 
simple and in fact it actually 
drives you somewhere where 
there is a piece of malicious 
code.

“Now you’re receiving 
an email, it looks simple, it 
looks vanilla. You click on it, 
go to a link, go to a website 
which is infected and now 
you’re downloading some-
thing through your browser. 
That piece of malware might 
now sit on your system, might 
not do anything, sit there for 
a while and its objective is to sit 
there for a while and wait for a 
period of time until it actually 
does what it needs to do.”

This patient approach to 
malware is designed to do the 
greatest amount of damage 
possible at the ideal moment.

“The criminal point is 
that they want to propagate 
as widely as possible, for as 
long as possible, sit there for as 
long as possible in a dormant 
mode and then strike. There 
was a piece of malware the 
other day out there, it struck a 
whole bunch of people all over 
the place. It was a new, un-
discovered piece of malware. 
It was something obscure, it 
was a pdf. If you clicked on 
the pdf link, you clicked on the 
pdf, you executed something 
which then sent a mailer with 
the same message and the 
same pdf to a whole bunch of 
other on your email account,” 
said Conway.

“That was probably too fast, 
too quick because it propagat-
ed itself all over the place, it 
was obvious that it was doing 
something strange and weird. 
It doesn’t appear from my un-
derstanding of the analysis to 
have done anything dramat-
ic at this point in time, but if 
that had sat there dormant, 
silently and not propagated 
itself so aggressively and so 
widespread, it could have 
been a key-logger collecting 
credit card information, hav-
ing a backdoor to somewhere 
else and sending information 
along, along, along,” he said.

“If it’s patient and it sits 
there longer, it has more 
chance of collecting infor-
mation and more chance of 
collecting valuable informa-
tion, more chance of being 
able to distribute that valuable 
information somewhere else 
and more chance of deploying 
itself reasonably slowly and 
widely and then strike.”

The greatest challenge for 
Conway and his ilk in ex-
plaining this threat is getting 
those in the firing line to un-
derstand the different nature 
of this threat.

“This is organised crime. 
A guy banging you over the 
head and taking your iPhone 
or taking your €20 out of your 
pocket, that’s what he takes. 
This is someone going in there 
and doing it in a structured, 
organised way,” he said.

“They’re in there, there’s 
one threat linking to another 
threat. Your email comes in 
and it links to something that 
you’re now downloading the 
web, so these things are target-
ed, they’re advanced, they’re 
persistent. 

“They come into a number 
of different threat areas and 
what they do is they integrate 
at the end of the day. It’s all 
about money, it’s all about 
crime and these guys are mak-
ing a lot of money.

“Cyber-crime is going to be 
there as long as we have tech-
nology. You have very sophis-
ticated people who are putting 
in very sophisticated attacks. 
It’s about integrated, persistent 
and targeted attacks.”

Like any industry, there is 
money to be made at all levels. 
Cyber criminals are no differ-
ent. Some specialise in the big 
fish but there is plenty of value 
to be derived from targeting 

SME-level users.
“There’s plenty of value in 

the smaller market. Hands up 
anybody who hasn’t used their 
credit card to book something 
on a computer. We all have and 
we all have to because that’s 
the only way you can do busi-
ness. Hands up anybody who 
hasn’t done internet banking. 
We all have to because that’s 
the way you do business. This 
is the way that information is 
going through,” said Conway.

“What we’ve consistently 
been saying is that threats are 
evolving, threats are chang-
ing so countermeasures must 
change and evolve. What we’re 
seeing now is that technologies 
are changing, not just to sit on 
the endpoint but they’re sitting 
on the endpoint and the gate-
way so that the countermea-
sure protection technologies 
are actually integrating and 
talking to each other.

“What you’re going to see, 
not far down the line, is the 
integration between the pro-
tection on the gateway and the 
protection on the endpoint is 
going to be very tight and very 
clinical. 

“They’re actually going to be 
working together as a counter-
measure working together as 
opposed to the baddies work-
ing together. The countermea-
sures have to put in place some 
similar technologies to what 
the bad guys do.”

You’re not talking 
about little toys and 
little children writing 
little pieces of code 
that makes screens 
fall down and things 
jumble up. What 
you’re talking about 
is organised crime
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