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CLOUD COMPUTING
SECURITY WATCH

ust over one-quarter of 
Irish enterprises are us-
ing some form of cloud 

computing, according to the most 
recent set of figures from the Cen-
tral Statistics Office, dating from 
December 2014.

From file storage and email to 
office software and infrastructure 
as a service, it seems we’re well 
ahead of our European coun-
terparts, who record an average 
adoption rate of just 19 per cent.

While many Irish organisations 
see the clear business value of 
moving their data and applications 
to a cloud-based delivery model, 
security concerns are still high on 
the business agenda.

There’s still a degree of appre-
hension about using cloud, ac-
cording to David Keating, security 
sales manager with security solu-
tions distributor Data Solutions.

“In some organisations, it’s just 
not on. I think the larger enterpris-
es are still very nervous of it. It’s an 
individual choice and it depends 
on the organisational culture, atti-
tude to risk and how the business 
wants to project itself. It’s a big 
challenge to come up with security 
policies that make sense,” he said.

Pat Larkin, chief executive with 
Ward Solutions, a dedicated infor-
mation security specialist, believes 
that, paradoxically, these concerns 
are simultaneously driving and 
stifling the cloud services market.

“In a number of cases, organi-
sations running high-risk services 
on premise and aware that they are 
not adequately secure, are seek-
ing appropriately secure public 
or private cloud-based services 
to address the risks,” said Larkin.

“In other cases, organisations 
not adopting an appropriate cloud 
risk assessment or assurance ap-
proach are delaying or not even 
considering cloud services. Some 
cloud adoption is simply being 
driven or limited by inertia, lack 
of a clear business case for migra-
tion to the cloud or by waiting for 
significant upgrade or replacement 
cycles for on premise solutions,” 
he said.

But as cloud adoption rates rise, 
so, too, does awareness of the in-
herent security risks across com-
panies large and small, according 
to Bill Lucchini, senior vice-pres-

ident with leading cyber security 
company Sophos Cloud.

“With small businesses, their 
due diligence is to make sure 
they’re working with a reputable 
vendor. With larger enterprises, 
you’re getting deep questions on 
how hosting is done and what 
security measures are in place, 
so it’s a very different level of in-
vestigation.

“Customers have become in-
creasingly sophisticated. They 
understand that breaches don’t 
happen because you use cloud-
based software. Breaches happen 

because attackers attack where 
you are.

“It happens on premise, it hap-
pens in the cloud or wherever 
you’re not paying close attention to 
your security. The questions we get 
from customers are much better 
informed than they used to be and 
the whole industry is maturing,” 
Lucchini said.

Michael Conway, director with IT 
security distributor Renaissance, 
believes that organisations are 
relatively comfortable now with 
cloud and more familiar with the 
threats and risks.

“Organisations are more knowl-
edgeable in their cynicism and 
concern, but knowledgeable 
enough to know that they have 
to adopt cloud. If they don’t, they’re 
out of the game,” he said.

But one of the key changes that 
has emerged in recent months, 
according to Conway, is the fo-
cus on safe harbour, a 15-year-
old arrangement that allowed the 
transfer of certain data to the US 
by 4,500 companies.

Following a recent European 
ruling invalidating this data trans-
fer, questions of data location and 
jurisdiction have come to the fore.

“It’s now becoming clearer 
for organisations about who has 
your data, where it is and who 
has access to it. People are more 
concerned that the data is held 
European-wide and preferably in 
their own jurisdiction.

“We’re very late with data 
protection regulations, but we’re 
getting there. What’s clear is 
whose liability it is and that’s data 
owners. They may outsource or 
get involved with a third-party 
specialist, but they can’t contract 
out their responsibility,” Conway 
said.

But despite an increase in se-

curity awareness, Larkin still 
encounters a lack of holistic risk 
and security assessment by many 
organisations.

“People tend to become blind-
sided and focus on specific threats 
and controls — for example, lo-
cation of data or data encryption 
standards, without considering the 
totality of the service from a con-
fidentiality, integrity, availability 
and accountability perspective and 
its projected lifecycle within that 
organisation.

“Quite often a cloud service that 
is intended to be a quick interim 
solution and often not subject to 
rigorous due diligence or gover-
nance, extends to become a much 
longer service delivery model to 
the business. It’s rare to find organ-
isations retrospectively assessing 
or putting in place appropriate 
controls befitting this longer-term 
relationship with the cloud ser-
vice,” he said.

Barry McMahon, data centre and 
cloud proposition manager with 
BT, sees cloud security as a part-
nership between user and cloud 
service provider, with clear roles 
and responsibilities for each party. 
He cites infrastructure as a service 
and banking as an example.

“In this case, the service provid-
er will deliver the security around 
the infrastructure, making sure 
that it’s rock solid. It’s the equiv-
alent of a deposit holder in a bank.

“The bank will make sure that 
the property is secure. Who I give 
access to my money in that bank 
is my responsibility. The bank is 
not liable if I give someone access 
to my account and they withdraw 
all the money out of it. The reality 
is that cloud security is a shared 
responsibility,” he said.

McMahon believes users need 
to ask prospective cloud service 
providers about their accredita-
tions and the maturity of those 
accreditations.

“ISO accreditations such as 
ISO27001 — an industry standard 
for information security manage-
ment — are absolutely fundamen-
tal. People roll that off the tongue, 
but it shouldn’t be underestimated. 
It should be a fundamental thing 
that people look for as it can ad-
dress the majority of concerns that 
a customer might have,” he said.
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