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CYBER CRIME
SECURITY WATCH

ast year will be widely remembered 
in technology circles as the year of the 
internet of things. The year where the 

majority of business and consumer activity 
was done via digital exchange. Arguments 
in favour from the perspective of ease and 
efficiency aside, developments and pace of 
commerce online will by default bring with 
it an increase in cyber crime.

The potential consequences and high profile 
past breaches have been widely documented 
but the revelation that cyber crime costs the 
world economy as much as the global drugs 
trade annually brought some much needed 
perspective to the threat and initiated an in-
ternational response.

US President Barack Obama’s declaration 
that cyber crime was a direct threat to the eco-
nomic security of American families secured 
the realisation that where previous years were 
a time of leveraging and exploiting this new-
found power provided by the internet, 2015 
would be the year that the users themselves 
were in the greatest danger of being exploited.

Elevation on 
the agenda for 
government
A large part of Obama’s address emphasised 
the need for public private collaboration to 
provide utmost security from cyber crim-
inals. This is a sentiment echoed by many 
companies whose day to day business relies 
on exchange of information online and who 
realise they are at huge risk of intrusion.

“Government must support the area with 
laws and enforcement to enable society to 
survive in what is now the current means of 
operating,” said Michael Conway, managing 
director of Renaissance.

“Data law lags behind [the technology], 
penalties [in Ireland] are minimal and ludi-
crous in comparison to other jurisdictions,” 
said Conway.

Given that Ireland has been labelled as a 
European hub of technology, an association 

which is likely to continue throughout 2015 
as both multinationals and start ups alike 
continue to relocate here, it will be crucial 
that the area of data law and protection is 
given due diligence going forward.

“Ireland now has the opportunity to take a 
leadership role in data protection and cyber 
legislation,” said Conway. The Renaissance 
director said that if government devotes the 
necessary resources and can demonstrate a 
clear understanding of the area and protection 
needed, it will only serve to enhance Ireland’s 
reputation in business circles with regard to 
technology and in turn keep us competitive.

“We need clear, robust cyber security 
guidance and minimum standards and un-
derstanding of the landscape,” said Michael 
Romain, security consultant with Espion. 
Although it is an area where legislation will 
have to evolve at a pace appropriate to speed 
of developments, Romain said the onus is on 
government in the meantime to draft internet 
security guidelines and regulations and to find 
ways to maintain these standards.

Liam Halpin, general manager of Dell 
Ireland, said security services need clearer 
guidelines. “An Garda Siochana need to have 
an adequate level of resources to investigate 
and prosecute,” he told Connected. Halpin 
said this is an area that hasn’t been given 
enough support to date but it is vital if Ireland 
is to maintain its prominence in the global 
technology industry that the government 
legislates appropriately.

Education is the best 
defence
There has long been an emphasis on the return 
on investment that can be got from having a 
workforce with a certain level of competency 
in both the technology businesses are working 
with and the landscape they are working in. 
Nowhere is this more relevant than in cyber 
security, an area constantly changing and 
most importantly where lack of knowledge 
can be fatal.

Smarttech’s chief executive Ronan Murphy 
counts targeted attacks among the fastest 
growing methods of intrusion. These attacks 
are most commonly through the weakest 
link in the chain, a firm’s employees. Mur-
phy said that vulnerabilities such as lack of 
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Following the paper trail 
might have been the 
advice given to anyone 

trying to solve a mystery in 
the past, but with the ever-
increasing prevalence of 
technology, that paper trail 
often no longer exists, at least 
not in a physical form.

Whether an employee 
has fallen victim to a phish-
ing scam, or is suspected of 
being up to no good on their 
work device, there is a dig-
ital trail left behind, if you 
know how to find it.

Dr Vivienne Mee, founder 
and managing director of 
VMForensics, is an expert 
in exactly this. Having 
received her PhD in Com-
puter Forensics from the 
University of Glamorgan, 
she worked with MI5 and 
serious organised crime 
agencies, headed up De-
loitte’s IT Forensics depart-
ment and partnered with 
Rits Computer Forensics, 
before setting up on her 
own last July.

VMForensics largely 
specialises in IT forensics, 
assisting organisations in 
gathering and preserving 
evidence from computing 
devices. “Doing fraud in-
vestigations is a good way 
of putting it, in a nutshell. If 
an organisation had a rogue 
employee who was copy-
ing data off their laptops, I 
could come in to prove that 
they actually did it. Or if an 
employee was on the cor-
porate network and decid-
ed to look up pornographic 
images, I could prove that 
it was their phone and they 
did type in the search even 
though it could have been 
wiped or whatever,” said 
Dr Mee.

Leading from this, VMFo-
rensics does data recovery, 
to save firms in instances 
where something is deleted 
from an electronic device 
that shouldn’t be. “We help 
organisations who would 
have corrupt hard drives or 
data loss, whether it was a 

mistake or malicious, we 
would help them get their 
data back,” she says.

In addition, the compa-
ny assists legal firms and 
their clients with providing 
eDiscovery in court, by 
gathering all the necessary 
electronic documents. Dr 
Mee was involved in the 
production of ‘‘Good prac-
tice guide to eDiscovery in 

Ireland”, which was one of 
the first in Europe, putting 
Ireland ahead in this arena. 
“The main reason for pub-
lishing it was to get the gen-
eral consensus in Ireland, 
so we’re all reading off the 
same hymn sheet and using 
the same practices and pro-
cedures… We know what’s 
happening in Ireland and 
the law firms have taken it 

on board with both hands,” 
she said.

The more reliant we 
become on technology, 
the more susceptible or-
ganisations are to running 
into these kinds of issues. 
“Criminals are making a 
lot of money with cyber-
crime, with the increase of 
businesses and individuals 
trading online, there is an 

increase with online fraud... 
You’d put a lock on the 
front door and before you 
leave, you check it’s locked. 
There’s very few people 
that would do that with 
their phones and laptops, so 
I think we just need to be a 
bit more aware.”

Though Dr Mee hopes to 
work on some larger IT fo-
rensics fraud investigations 
this year, she says her job 
is not as fancy as it appears 
on TV. “CSI on television 
makes it all look very 
glamorous, with all these 
flashing lights, but unfor-
tunately it’s not quite like 
that. But I do enjoy it, you 
always have to keep current 
with the latest devices and 
every case is completely 
different which I love,” she 
said.

For further information:
Email: info@vmforensics.ie

Website: www.vmforensics.ie
Phone: +353 (0) 42 93 80568  

Mobile: 086 866 0466
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The more reliant we are on 
technology, the more vigilant we 
have to be online, Dr Vivienne 
Mee tells Aoife Valentine
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risk awareness and careless file sharing of 
employees are all on the radar of attackers 
ready to exploit.

Halpin shared Murphy’s view. “Education 
is critical. You can invest in technology and 
service platforms to protect your data centre 
and your network but unless employees un-
derstand what part they play they have the 
potential to be the point of failure and entry 
point for the hacker,” said the Dell Ireland 
general manager.

Halpin said firms need to be aware of how 
easily networks can be infiltrated and also 
how sophisticated attacks have become. One 
wrong move by an employee can give the 
green light to hackers waiting for opportunity.

Education and training on cyber security 
requires a multi actor effort to be absolutely 
effective according to Conway. “It is incum-
bent on technology providers and govern-
ment to deliver the training and awareness 
necessary to ensure safe computing,” he said. 
Conway said businesses need to focus on the 
biggest threats and develop plans of defence 
against these.

Romain shared this view. “Everyone is re-
sponsible for security. Training will always be 
worthwhile as awareness is the best form of 
defence,” he said.

One constant bone of contention when it 
comes to IT is the level of security and spend 
required given that the cost of implementing 
and maintaining it can absorb a significant 
amount of the IT budget. An adequate defence 
strategy can pay dividends but what is deemed 
adequate remains difficult to measure. “Spend 

should be balanced against the maximum 
cost of something going wrong,” said Halpin.

Some of the recent high profile hacking 
cases such as at JP Morgan, Chase and Sony 
suggest that company size or reputation are 
no indicator of how effective a company is 
likely to be when it comes to defending its 
intellectual property.

Looking ahead
With collective agreement in the security 
community that the silo effect within tech 
stacks needs to be replaced by a more consoli-
dated security strategy across all departments, 
2015 looks to bring further developments to 
this ever-changing space.

“There have been drastic changes in the 
threat landscape in 24 months, with statistics 
showing that 95 per cent of companies have 
active malware on their networks,” said Mur-
phy. With so many companies under attack, 
there is an urgent need to improve defences 
and the focus going forward will have to shift 

from prevention to immediate detection.
With cloud adoption increasing in 2015, this 

will bring an added dimension to the threat 
landscape as cloud applications scramble to 
deliver protection to their customers so firms 
and individuals aren’t at risk when sharing 
information outside of their own IT perimeter.

A positive point to note going forward is 
that businesses are definitely getting more 
innovative when it comes to tackling these 
threats head on. “We are seeing established 
companies set up a team of internal hackers 
to try and compromise the software present in 
an effort to test the security of the network,” 
said Halpin. These types of operations are 
well thought out and directing resources into 
this and away from other areas represent the 
importance that businesses now place on 
their cyber security strategy.

As much as businesses direct attention to 
their internet security strategy, Conway said 
that consumers will grow their awareness.

The year ahead looks certain to be one with 
further development in applications around 
the internet of things. Where commerce on-
line will continue to grow at pace, crime online 
will grow alongside it.

This dual growth will be something to keep 
an eye on as the months progress, as mobile 
payments and cloud computing become even 
bigger business, the security risk for compa-
nies and consumers inevitably heightens. We 
have no crystal ball, although data analytics 
certainly help, but awareness of the danger 
and recognition of the risks are there so busi-
nesses have the tools to be ready.

Michael Romain  
security 
consultant, 
Espion

[Security] is an area 
that hasn’t been given 
enough support to 
date but it is vital if 
Ireland is to maintain 
its prominence in the 
global technology 
industry that the 
government legislates 
appropriately
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