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he recent strength-
ening of data pro-
tection laws has 

intensified the spotlight on 
information governance 
and compliance. And that 
doesn’t just apply to the sys-
tems, applications or data-
bases that fuel the business 
day to day. It also applies to 
the security and integrity of 
documentation that organ-
isations hold in either hard 
copy or digital format.

As more and more doc-
uments are digitally shared 
through myriad communi-
cation channels, the poten-
tial for data leakage, either 
accidentally or intentionally, 
increases exponentially. Yet 
these documents and files, 
which often contain com-
mercially sensitive or highly 
confidential information are 
routinely shared and dis-
tributed with scant regard 
for security or content in-
tegrity.

Document governance 
represents a relatively im-

mature activity for many 
organisations. “The level 
of document governance 
awareness depends on the 
size of the organisation. 
Everyone is aware of data 
protection issues, but it’s the 
organisations with the most 
internal resources that are 
best equipped to deal with 
it,” said Martin Deignan, 
country manager with Oki.

“Among small businesses, 
the maturity of document 
governance will vary quite a 
bit. Most will just get by, but 
it might make them less ad-
venturous in what they do, 
when the opposite should 
be the case. They should be 
looking for some expertise 
in this area, and at the pos-
sibility of outsourcing,” he 
said.

While document gov-
ernance in smaller organ-
isations might be seen as 
peripheral to the core busi-
ness activity, Orla Cafferty, 
director with outsourced 
document services bureau 

Datascan, believes that 
every business has a re-
sponsibility to ensure that 
“documents relating to their 
regulatory responsibilities 
are managed in a manner 
that is confidential and se-
cure. Even very small busi-
nesses have human resource 
records and hold key data 
on their staff and customers 
and these should form part 
of a document governance 
policy,” said Cafferty.

“The development of such 
a policy doesn’t need to be 
difficult and a good starting 
point for any organisation 
is to spend some time de-
ciding which documents 
are mission-critical and to 
build a strategy for manag-
ing these,” she said.

“Getting buy-in from all 
staff members, and building 
the document governance 
into the day-to-day pro-
cesses of the organisation 
will mean that there will be 
a greater chance of success 
than if it operates as a stand-

alone process.”
Martin O’Leary, pre sales 

consultant with managed 
print service provider Ricoh 
Ireland, agrees and sees 
more businesses investing 
in policies that match com-
pliance requirements.

“Policies are becoming 
more and more critical to 
organisations, not only to 
protect their own infor-
mation, but also in terms 
of winning new business. 
Information Security Man-
agement System (ISMS) cer-
tifications and proof of pro-
cess are becoming deciding 
factors in who organisations 
work with. The challenge 
lies in how these policies are 
implemented and the tools 
involved in doing so.”

O’Leary also sees systems 
integration coming to the 

fore with companies steer-
ing away from point product 
solutions to a more holis-
tic approach encompass-
ing several organisational 
workflows,” said O’Leary.

“Solutions that comprise 
email, enterprise resource 
planning (ERP), paper and 
document creation are in 
demand. We are seeing far 
fewer companies wanting a 
solution for one specific part 
of their business,” he said.

“And an important aspect 
of linking systems is the use 
of intelligent documents, 
which can be automated 
through a process, version 
controlled and accessible 
by multiple staff members. 
Providing access from mul-
tiple devices is also import-
ant, as employees expect to 
have a similar experience, 

whether logging in from 
their PC, smartphone or any 
other device.”

Michael Conway, director 
with IT security distributor 
Renaissance, told Connect-
ed that “when we talk about 
data protection and gover-
nance, organisations tend 
to look at their core systems 
such as ERP, CRM or billing. 
They think of all the priva-
cy elements associated with 
them and tend to have an 
appropriate, tied-down pol-
icy in place. The challenge 
with documents is that files 
are held in so many different 
places. For example, every 
email I receive comes to 
my phone, my laptop, my 
desktop at home and to the 
server. How many copies of 
that file are held and where 
is the version control and 
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obility in both the 
physical sense and 
between device 

types is a major challenge 
in document security,” said 
Martin O’Leary, pre sales 

consultant at Ricoh Ireland
“By definition, securi-

ty means that people want 
to keep hold of something 
and keep it safe. Conversely, 
modern expectations mean 

people want to have the same 
experience whether access-
ing services in the office or at 
home,” said O’Leary.

“The right tools and poli-
cies are the first step towards 
achieving successful docu-
ment security. Organisations 
need to have productive, en-
gaged employees who can 
follow security requirements 
without letting it affect their 
productivity,” he said.

Martin Deignan, coun-
try manager with Oki sees 
mobility as a hot topic with 
customers demanding the 
ability to capture documents 
from smartphones and 

tablets on the fly.
“Using our Output Man-

ager software and any smart 
device, you can photograph 
a document and send it to 
our secure software system. 

“From there, you can 
distribute it around the or-
ganisation. And it can also 
integrate to the company’s 
workflow through Share-
Point,” he said.

Deignan acknowledges 
that this technology (Opti-
cal Character Recognition or 
OCR) has been around for 
quite a while, but the differ-
ence now is its availability 
on smart devices through a 

user-friendly, intuitive app.
“Take the example of a 

mobile worker and a hard 
copy word document that 
needs to be sent back to head 
office immediately. 

“I capture the document 
using the smartphone’s cam-
era, it passes through OCR 
software called ABBYY to 
digitise the document and 
is converted back to a full-
blown Word file at the other 
side of the line, as it were. 
It’s a new way of capturing 
information that mobile is 
enabling, but it assumes that 
you have the correct access 
rights and authentication 

the advent of higher speed mobile 
broadband allows mobile workers to 
do more and that includes securely 
capturing hard copy documents 
while out on the road. but this newly-
found agility brings with it threat as 
well as opportunity

m

Martin O’Leary 
pre sales 
consultant at 
Ricoh Ireland

You have to manage the 
perimeter as best you can 
and put the necessary 
security attributes in place 
for data
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Moving up the security stack

tAking document Security mobile

e’re probably all rel-
atively familiar with 
encryption, fire-

walls, intrusion prevention 
and anti-virus – complex, 
sophisticated technologies 
designed to prevent external 
data breach. How do organ-
isations tackle the question 
of data leakage, which very 
often occurs within the walls 
of the enterprise?

“In the early days, organi-
sations were more concerned 
with protecting documents at 
rest, for example using access 
controls on file servers, or 
with document management 
solutions to determine who 
could get access to a particu-
lar document,” said Paul Ho-
gan, chief technology officer 
with security specialist Ward 
Solutions.

“These solutions are still in 
place and remain effective in 
protecting documents at rest. 
But what happens when that 
document is taken from the 
repository and put on a USB 
key for example? Documents 
need to be protected from in-
ternal employees who do not 
need access to the document, 
as well as external organi-
sations, or specific users in 
those external organisations 
that you are sharing docu-
ments with,” he said.

Hogan advocates the 
use of digital rights 
m a n a g e m e n t 
(DRM), a class of 

copy protection technologies, 
which controls access to and 
distribution of digital content. 
And documents can be sub-
ject to protection on a local 
server, in an email or hosted 
in a cloud environment.

“Documents are typically 
‘locked’ to specific users, or 
users and their devices, and 
a certain ‘right’ is established 
for that user,” he said.

“For example, the docu-
ment may only be read by 
members of the marketing 
department, while members 
of the sales department may 
edit and change, and no other 
users can access in any way 
at all. DRM solutions can 
also expire and revoke doc-
uments, and enforce docu-
ment usage, such as printing 
abilities. 

“This has a number of 
implications for any docu-
ment management system, 
as the system needs either 
to perform those activities or 
integrate with a third party 
product that can perform 
those activities.”

A recent report from mar-
ket research group Forrester 
cited employee access rights 
as a major risk to an organ-
isation’s IT security. This 

research was consis-
tent with a similar 

study in 2014 by 
the US-based 
P o n e m o n 
I n s t i t u t e, 

which revealed that 71 per 
cent of employees admitted 
to having access to data they 
shouldn’t have, with more 
than half having frequent or 
very frequent access to that 
data.

Michael Conway, director 
with IT security distributor 
Renaissance, believes that 
adoption of DRM technolo-
gies is reasonably effective, 
but sees other technologies 
starting to emerge.

“With solutions such as 
Wave’s ‘SafeEnd’, we can 
actually analyse the contents 
of the document. It works on 
the basis that employees send 
out what they like, but we’re 
going to record it. So if issues 
arise, we can look back and 
see exactly what happened,” 
he said.

Similarly, Observe IT is 
a user activity monitoring 
solution, which essentially 
sets up a CCTV session on 
everything that’s done on 
the system.

“If we need to check the 
logs to see who accessed a 
particular document, we can 
reclaim the full screen ses-

sion live – every keystroke of 
the document. It’s something 
that’s becoming more pop-
ular with regulated entities 
that need to be able to prove 
who has access to what and 
what they have done,” said 
Conway.

Other organisations have 
chosen outsourced docu-
ment management, using 
document processing ser-
vices from a third party that 
integrate with their own line 
of business applications.

“Rather than implement-
ing specific document man-
agement solutions, many of 
our client companies are 
making significant invest-
ments in business intelli-
gence tools, ERP systems 
and practice management 
packages, which all offer 
the opportunity to put the 
management of key docu-
mentation at the centre of 
the business activities, and 
allow users to manage only 
the documents that relate to 
their role specifically,” said 
Orla Cafferty, director with 
outsourced document ser-
vices bureau, Datascan.

Datascan takes an organ-
isation’s hard copy docu-
mentation – everything from 
mechanic service dockets 
in the case of the motor in-
dustry and hospital corre-
spondence to GP practices 
in healthcare – scans them in 
and integrates them into the 
organisation’s line of business 
application. The company 
has clients across consum-
er services, accountancy, 
health and the construction 
industry.

“The benefit is that prop-
er document management 
is part of the main busi-
ness process and not an af-
ter-thought,” said Cafferty.

“For example, using a 
practice management pack-
age means that the GP can 
have all of his soft-copy pa-
tient records securely stored 
and backed-up in the one 
repository. 

“In doing this, he is com-
plying with his obligations 
on data protection in a fairly 
painless manner. The pack-
age will then provide a secure 
means of access and audit 
trail,” she said.

MAJOR DEVELOPMENTS IN SECURITY TECHNOLOGY
Nowhere has the impact of digitisation 
been more dramatic than in the 
security industry.  
Northwood Technology Limited, an 
innovative Irish company is to forefront 
of bringing the very latest security 
technology to Ireland. 
Recently the company launched the 
world’s most powerful high definition 
30 mega pixel camera which will, 
according to directors Paul Hennessy 
and Padraic Cafferty, transform the 
entire electronic surveillance industry. 
This single camera is capable of doing 
the work of dozens of conventional 
cameras and being top of the range, 
its scope and performance means that 
the return on investment is phenomenal.
Scene analytics, heat sensing and number plate recognition cameras with inbuilt CRM 
software is further evidence of the revolutionary advancements in security technology and 
is only challenged by the extent to where human endeavour can reach.
Northwood Technology Limited has been working with its network of nationwide installers 
and integrators in the design, training and supporting these leading edge developments.
The company is established for over 12 years and is driven by a strong experienced team, 
to deliver the broadest range of products and systems to the highest standards of personal 
customer service.
According to Paul Hennessy Managing Director the company with ISO 9000 accreditation, 
is capable of delivering security and fire systems for all types of requirements from your 
private residence to your corner shop to major shopping centres, manufacturing plants, 
town centres, motorways, financial institutions, transport and logistics and public and 
private institutions across the country.
Pictured introducing the camera to Ireland is; Padraic Cafferty Chairman, Paul Hennessy Managing 
Director of Northwood Technology and Sylvester Hiemstra Regional Sales Manager Ireland and 
Scotland, Avigilon.

Northwood Technology phone: 01 8068461 or visit www.northwoodtechnology.
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control over the information 
that’s sitting in the document, 
which could be commercially 
sensitive or confidential?”

Conway believes that new 
data protection regulations 
coming from Europe, cou-
pled with higher fines for 
non-compliance will drive 
greater adoption of document 
security solutions. He cites 
lethargy, a lack of education 
and lack of familiarity with 
the technologies as just some 
of the obstacles to effective 
document security.

“It was a lot easier some 
years ago when there was a 
clear perimeter, but there is 
no perimeter any more. What 
you have to do is manage the 
perimeter as best you can and 
put the necessary security 
attributes in place for the 
data,” he said.

W

rights configured on the 
network. You have to have 
that security layer in place,” 
he said.

Deignan admits that there 
is a low level of awareness 
among enterprises of these 
types of technologies.

“Increasingly, businesses 
are influenced by what indi-
viduals are doing in their pri-
vate life with mobility driven 
by consumer technology to 
a large extent. Companies 
are not surprised to hear 
that these technologies are 
available, but they just don’t 
know much about the detail 
of it,” he said.

Michael Conway, 

director, Renaissance

Protecting an organisation’s core data 
through encryption and firewalls 
is a relatively mature undertaking. 
maintaining the security and 
integrity of documentation is still in 
its infancy

Orla Cafferty,  
director, Datascan


