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raditionally, a basic UTM 
box was enough to protect 
businesses, combining a 

firewall and antivirus software. Us-
ers had little choice but to ‘patch 
up’ their failings with addition-
al spending on individual point 
solutions. But today, UTM’s job is 
to bring all your point solutions 
together in one package, covering 
devices as well as laptops and PCs, 
and offering users real-time mon-
itoring and customisable control. 

Businesses are more agile now, 
relying on cloud storage and ac-
cess from smartphones and tablets 
outside the office. This increased 
convenience is also an increased 
threat: each device offers hackers 
a window to attack through. The 
use of smartphones and tablets in 
the workplace has forced UTM to 
change radically, along with the 
proliferation of cloud storage. 

A constantly evolving threat en-
vironment demands a constantly 
evolving solution. Dermot Hayden, 

manager of Sophos Ireland, said: 
“The volume and complexity of 
threats is increasing exponentially. 
We’re seeing a lot more malware 
on Android, because of the inher-
ent weaknesses of the platform. 
There are lots more blended and 
complex threats, targeted at spe-
cific organisations. Those are what 
you see in the media, but there 
are also what we call ‘advanced 
persistent threats’, like the DDoS 
(Distributed Denial of Service) at-
tack on Irish government websites 
in January this year.”

Even with security software in 
place, it’s important to stay up to 
date with further developments. 
David Keating, sales manager 
at Data Solutions, recommend-
ed businesses read online news 
about developing threats and build 
a relationship with their UTM pro-
vider. 

“It’s something you need to 
maintain. You don’t just get se-
curity software and leave it to do its 

job. If you’re not spending as much, 
or more, on updates to the system 
you’ve bought then it’s probably 
not the right system,” he said.

Angela Madden, managing di-
rector at Rits Security Group, em-
phasised the importance of staff 
training. “Organisations cannot 
ignore the need for more aware-
ness training, especially in terms 
of phishing attacks, and the risks of 
downloading from sites they’re not 
confident with. UTM will only get 
you so far. I think sometimes it’s 
left to the IT department to explain 
this to people in an email, and they 
tend to do that in ‘tech speak’ be-
cause that’s their job. But it needs 
to be spelled out in plain English.”

“A big way that people are often 
hacked is that they’ll go to a web-
site and open up an attachment, 
a PDF or a document in Excel,” 
said Keating. “When they do that 
it downloads an infection, which 
installs itself on your machine and 
reports back to where it came from 

saying it’s ready. Then it can turn 
your computer into a bot. If you’re 
a company that’s worried about 
this, and you see that a machine in 
your network going out to random 
websites around the world, a good 
threat management system will be 
able to recognise the threat and 
address it instantly.” 

These downloadable viruses 
usually encrypt the victim’s hard 
drive and hold it hostage in ex-
change for payment in Bitcoin, 
giving the practice the name Ran-
somware. Attacks involve a link 
embedded in an email, or the use 
of cross-site scripting, for example, 
an ‘injection attack’ where mali-
cious software is embedded in a 
website. The problem is startling-
ly common: recent studies have 
shown that around a quarter of 
Irish businesses have fallen victim 
to ransomware, with the number 
of attacks worldwide increasing 
by 127 per cent since 2014. 

Art Coughlan, cloud and en-
terprise lead at Microsoft Ireland, 
said: “‘Persistent threats’ are in-
evitable, because threats by their 
very existence are persistent. On 
average, a hacker will have 200 
days of access to a system before 
they are detected. You could be 
experiencing an attack but not be 
aware of it, and allow business to 
continue as usual.” 

Coughlan also mentioned the 
sophisticated techniques be-
ing employed by hackers. “With 
malware, we’re increasingly see-
ing the cause of infection moving 

closer to what are usually con-
sidered trusted entities. I saw an 
operating system being distributed 
where the actual source code had 
the infection. Management tools 
are beginning to be exploited by 
hackers. Trusted tools are now 
under attack.” 

He pointed to the Sony hack of 
2014 as an example of the kind of 
targeted, large-scale attacks which 
make the papers, while day-to-
day the threats they see are less 
targeted. 

Limiting access to sensitive data 
is part of tackling this problem: 
“Hackers are really pursuing the 
individual to get their identities. 
It’s the most prevalent vulnera-
bility we see.” But UTM can tackle 
this: “There’s a requirement for 
what we call Identity Lifecycle 
Management created to mitigate 
it: it controls how you provision 
access to something and how you 
de-provision access, or temporar-
ily provides ‘elevated privileges’ to 
someone for a short period. You 
need to build a governance model, 
so you’re aware of who gets access 
to what and for how long.”

What often happens is that cus-
tomers simply are not aware of 
how UTM has developed, nearly 
beyond recognition, since its in-
vention in the early Noughties as 
a simple — but limited — one-size-
fits-all solution. Paul Hogan, chief 
technical officer of Ward Solutions, 
said: “Our main business driver 
has been the question, ‘can we 
have a device that does just that: 
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provides unified threat manage-
men..’ A device that offers not just 
a firewall, but also IPS, strong au-
thentication, a bit of mobile device 
management.” 

The new breed of UTM delivers 
more than its original purpose: it 
offers ease of use and saved costs, 
as well as vastly improved visibil-
ity. You’re alerted to threats and 
attempts at hacking in real time, are 
able to contain them and examine 
them up close without the risk of 
infecting your network. “One ad-
vance we’re seeing at present is 
UTM integration with sandbox-
ing,” said Hogan. “If you need to 
download an attachment, it will 
scan it first and test what happens 
next inside a compartmentalised 
mini-system.”

Keating mentioned Sandblast, a 
product from Check Point which 
combines Threat Emulation and 
Threat Extraction, meaning you 
can still access the reconstructed 
content without malware hidden 
in it. It also proofs against time-de-
layed threats programmed to un-
leash themselves after they’ve been 
sandboxed: hackers are already 
finding ways around relatively new 
security function.

Time is of the essence when it 
comes to threat management, with 
attacks which can embed them-
selves rapidly in an entire network 
after one’s employee’s careless de-
cision to click a suspect link. What 
many businesses overlook it the 
impracticality of running several 

different point solutions in a bid 
to ‘layer up’ and protect against 
threats. It takes time to check in 
on each of them, let alone to iden-
tify incoming threats, and even just 
understanding how they work can 
prove difficult unless the business 
employs a team of IT security pro-
fessionals.

Madden also raised the issue of 
employee privacy: one of the mea-
sures organisations are taking to 
protect their data is SSL proxying, 
which can more effectively mon-
itor web traffic for threats. But this 
needs to be stated in the company’s 
information security policy, and 
updated with every change, in con-
sultation with the HR department 
and a legal team. “Imagine your 
boss said, ‘We have a security is-
sue, so now we reserve the right to 
decrypt your online banking traffic, 
inspect it and re-encrypt it before 
sending it on its way’. You’d un-
derstand where they were coming 
from, but you’d also probably stop 
using corporate devices to do your 
online banking.” The onus is on 
organisations to educate and in-
form their staff: “Employees need 
to be notified when a company is 
assessing their traffic.”

UTM has changed dramatically 
over the years, so much that today 
it’s debatable whether to call it UTM 
at all. First there was the combined 
antivirus and firewall in one box, 
then later boxes added Intrusion 
Detection Systems, Intrusion Pre-
vention Systems, and later still the 

option to sandbox and trial a threat. 
Today, companies like Checkpoint 
offer UTM platforms, where you can 
add different modules to do different 
jobs, constantly adding new ones to 
address new threats

“It’s quite an outdated term now,” 
said David Keating. “At the time it was 
a good idea, and saved people money. 
But I think we’ve moved on. They get 
called security appliances now.” 

These systems often play 20 or so 
different roles, from standard URL 
filtering and email blocking, to con-
trolling what sites your employees can 
access, or which applications they can 
use. The new UTM is so granular that 
you can block access to Facebook but 
still allow Facebook messaging. The 
options are completely customisable.

With such rapid innovation in UTM, 
the question arises: should this even 
be referred to as ‘UTM’ anymore, or 
is it something completely different? 
The very function of UTM has evolved 
now: it’s no longer a one-off invest-
ment that puts out of mind all threats 
to a business after it’s been purchased. 

UTM is increasingly a service, paid 
for as a subscription where you get 
access to the platform and subse-
quently customise it, selecting the 
degree of security and frequency of 
updates you need. 

You can also pay to have your UTM 
monitored. Hogan said: “People are 
asking for Managed Threat Services, 
where a professional will install the 
system and routinely check up on 
it, and if there’s any event it will au-
tomatically notify them. Managed 
UTM is something a lot of people are 
looking for, because they just can’t 
hire sufficient security staff.”

Michael Conway, director of Renais-
sance, an IT security distributor and 
business continuity consultancy pro-
vider, said: “For anyone who bought a 
UTM box years ago and is looking at 
getting a new one, it’s typically called 
the same thing but is a very different 
animal from what it used to be. Only 
a few sellers can offer a completely 
integrated technology, but that’s what 

to page 44



44  |  The Sunday Business Post  |   March 2016

UNIFIED THREAT MANAGEMENT
SECURITY WATCH

makes it ‘third generation’, for want 
of a better term. Your UTM needs 
to actually communicate with the 
whole organisation, not just sit there 
at the gateway.” 

He advised business owners to 
look for a provider doing lots of 
R&D, continually investing back 
into the services they deliver. “If 
you’re relying on the technology 
you bought a few years ago, and 
it hasn’t substantially improved 
and been replaced over that pe-
riod of time, then it’s probably not 
equipped to protect you. Because 
the bad guys don’t sit still.”

New-generation UTM is able to 
replace every point solution with a 
more efficient one rolled into one 
product, part of a system where 
every point communicates to the 
rest of the network. Hayden noted 
a common issue among business-
es is the sheer number of security 
devices they are pressured to main-
tain, each device requiring time and 
education. ‘Layers’ were once in 
fashion: “In the past, IT security 
was all about adding more layers. 
If you had enough then eventually 
you could block all the gaps in your 
security. The simple message from 
Sophos would be, stop adding lay-
ers. Get the layers that are there to 
work more intelligently together 
instead. Keep it simple and con-
solidate where you can.”

While little more than a buzz-
word in 2016, the Internet of Things 
stands to alter the landscape further: 
studies indicate that there will be 
25 billion connected devices in use 
by 2020, each one an opportunity 
for hackers. Even ‘wearables’ are 
becoming a target: FitBit, the fitness 
monitor company, made headlines 
in January when they were the tar-
get of a malicious attack involving 
leaked customer details. In areas 
like healthcare and manufacturing, 
the Internet of Things is already in 
use. 

Coughlan explained how Mic-
rosoft’s UTM systems would keep 
them secure. “We have quite a few 
IoT projects going on at Microsoft, 
and something that’s central to our 
approach is that you can encrypt 
each device, along with encrypting 
the traffic between your devices and 
back to the IoT hub.”

Devices are a clear vulnerability 
for the cyber security of businesses. 
Hogan said: “If a device is com-
ing in through a firewall it will use 
multi-factor authentication, in the 
form of a text message sent out to 
the device or a little app which gen-
erates random calls. A lot of UTM 
devices now have that built in. And 
then there’s endpoint remediation: 
the UTM, when a device tries to 
access a network, will scan it and 
say ‘you aren’t patched properly’, 
or ‘you’re coming from a location 
I don’t recognise’, even if the pass-
word is right, and refuse to let them 
on the network.”

Similarly, Microsoft’s Enterprise 
Mobility Suite offers identity man-
agement and security across differ-
ent devices and operating systems. 

Coughlan said “Within devices you 
can partition your private data from 
personal data. It’s even possible to 
open your work email on your 
smartphone, and make it so that 
the user can’t copy and paste infor-
mation from their work documents 
or emails into an insecure location.” 

Enterprise Mobility Suite features 
a single sign-in for thousands of 
apps and costs an estimated 50 per 
cent less than buying standalone 
solutions. “We manage and secure 
the user identity, the device, the 
data, and on the infrastructure side 
— whether it’s a private data centre 
or in the cloud — we build security 
into everything we do. We look to 
address every potential vulnerabil-
ity with a common set of tools, and 
still providing people ease of access. 
Security is always about defence in 
depth,” Coughlan said. 

“Different operating systems 
have different risk profiles, which 
are definitely linked to how widely 
used those operating systems are. 

Windows, as an operating system, 
is secure by default, but linking the 
hardware to the operating systems 
can involve a number of different 
security measures, be they through 
biometrics, or through GTM that’s 
built directly into the hardware.”

Another thing to look for in UTM 
now is complete integration and 
communication between devices. 

Conway said: “UTM typically is 
deployed at the gateway of an or-
ganisation, so they’re sitting there 
at the periphery, but the next stage 
of UTM is where you see absolute-
ly later technologies, particularly 
with companies like Sophos, they 
integrate at the gateway and the 
end point solutions…The really im-
portant part is that you have the 
granularity in UTM, and that it’s 
talking to the end point and mon-
itors the traffic going out. You can 
see instantly if your device starts 
communicating with the bad guys.”

Hayden mentioned the Sophos 
product Security Heartbeat, which 
integrates both the end point and 
the firewall so they can talk intel-
ligently to each other: “It means 
that when the end point is compro-
mised, you can identify that threat 
in real time and the access of that 
particular device to the system can 
be limited until it is fixed. It gives 
much greater insight at a network 
level on to what’s causing that is-
sue.”

A lot of firewalls will only show 
an IP address, leaving businesses the 
time-consuming task of tracing it 
down and working out the problem. 

“In that time the threat can 
expand and multiply itself expo-
nentially. What we do with our 
synchronised security is that we 

have the firewall and the end point 
working hand in glove, so that if 
there is an issue with an endpoint 
device we can instantly identify the 
user, the machine and the process. 
It’s a great deal more detail than you 
would typically get, and makes the 
clean-up much faster. We can do 
this because as a business we are 50 
per cent an end-point business and 
50 per cent a network business.”

Each expert agreed that for those 
looking to update their UTM, the 
landscape can be confusing. What 
do you actually purchase, when you 
pay for UTM? What should you look 
for in a provider? Is it even called 
UTM anymore? 

The first step is working out if 
your current system is out of date. 
Hayden said: “There are a lot of old 

firewalls and UTM devices out there 
due for replacement, and anyone 
thinking about upgrading needs 
to look beyond simply replacing 
their firewall with a new firewall. 
Look to next-generation firewall, 
which incorporates new areas the 
original wouldn’t have covers, like 
the end point.” 

The new UTM is rarely a one-off 
investment: rather, it follows a sub-
scription model. 

Keating said: “We need to move 
away from the old UTM box and 
towards security management. 
Buying the product is only your 
passport, these days, to what the 
services really are.” Ideally you’ll 
end up saving on the original invest-
ment, or even getting it for free, and 
investing more in regular updates. 
Conway mentioned how Sophos of-
fers a ‘roadmap’ to customers which 
they can hop on to at any point. 
“You can upgrade to any level you 
choose over the years. You might 
start with just replacing what you 
have at the moment. We’ll put in the 
technology to do that, but then with 
firmware and upgrades you can add 
to it later. It gives you a full roadmap, 
leading towards where you need to 
be to mitigate your risks.”

Judge the product against a 
checklist of your requirements, 
which should include indus-
try-standard Intel hardware and, 
most of all, ease of use. 

“Simplicity is the keyword here. 
Complicated security is not good 
security: it really should be sim-
ple to use, giving you centralised 
management, centralised reporting, 
and flexible deployment options 
whether it’s hardware or virtual,” 
said Conway. 
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