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UNIFIED THREAT MANAGEMENT
SECURITY WATCH

one are the days of 
the dusty old UTM 
box with blinking 

lights, outdated, overload-
ed and underperforming as 
it struggles to keep up with 
traffic. Today, Unified Threat 
Management has evolved: 
more than a firewall, it of-
fers a sophisticated yet easy-
to-use security hub, which 
monitors threats in real time 
and in a single place.

Where early UTM failed 
by trying to be all things 
to all people, today’s de-
vices encompass gateway 
anti-virus and anti-spam, 
VPN, URL-blocking, da-
ta-loss prevention, content 
filtering, protection against 
network intrusions, report-
ing on real-time threats and 
more, and are sophisticated 
enough to do all of the above 
at once. They don’t even 
look like the traditional box 
anymore: these days, UTM 
can be a virtual or cloud-
based service. “I hate to call 
it ‘next-generation’,” said 
Michael Conway, director of 
Irish security IT distributor 
Renaissance. “Maybe it’s 
more like next-next-gener-
ation, because that’s where 
UTM is going.”

At a minimum, UTM now 
comes with firewall func-
tions, VPN and remote access, 
anti-malware, content and 
URL-filtering and network 
intrusion protection. Many 
offer NGFW (Next Gener-
ation Firewall) capabilities, 
too. But UTM has developed 
beyond basic security. “Cer-
tainly years ago there was a 
trade off for people com-
ing from point solutions to 
UTM,” said Dermot Hayden, 
manager of the Irish branch 
of Sophos, an international 
leader in UTM.

“But that’s changed now — 
any individual components 
within our UTM appliances 
are now on par with what 
you’d get using individual 
solutions. You can have ‘best 
of breed’, all within one ap-
pliance.” With one subscrip-
tion, one installation and 
one product for employees 
to familiarise themselves 
with, it’s a simpler and more 

streamlined way to handle 
security across multiple de-
vices.

As threats have changed so 
too has security, and one of 
the key advantages UTM has 
over individual point solu-
tions is that it gives users an 
overview, bridging the divide 
between devices and online 
platforms which can be tar-
geted one by one as part of a 
wider attack.

Hayden explained how 
all-encompassing threats 
demand an all-encompass-
ing solution: “The threats we 
see now are often what we 
call ‘blended threats’. They’ll 
use an all-in-one package to 
compromise businesses, and 
if you’re having to go around 
all your different products 
which don’t even talk to each 
other to find out what was 
compromised and what data 
you’ve lost, then it’s much 
harder. Having one device 
give you one report is easier.”

Conway, too, highlighted 
the need to handle compli-
cated attacks: “Traditional-
ly, threats might have been 
a virus, malware, a phishing 
attack or an attack on the 
firewall. But now the real 
threats people need to be 
protected against are inte-
grated — it might be malware 
coming through an infected 
website, then it might be ac-
tivity taking place at an in-
fected endpoint, then maybe 
it’ll send traffic outside the 
organisation . . .” 

Within a short time threats 
can spiral out of control, but 

with a single portal to mon-
itor them, taking action be-
comes swifter and easier. 
When time and resources 
are of the essence, it pays to 
be able to address disparate 
problems in a single interface.

Another element which 
will see UTM thrive in future 
is its reporting capabilities: 
as compliance regulations 
and laws become ever more 
complex, in-built auditing 
and reporting tools are sure 
to give UTM the edge. Sys-
tems such as Sophos’ Securi-
ty Heartbeat, which ensures 
seamless, secure information 
exchange between endpoint 
devices and UTM, mean that 
threats can be tackled from 
a single easy-to-use portal, 
giving users the option to go 
into granular detail or sur-
vey the bigger picture with 
reports. Similarly, UTM is 
equipped for the rise of the 
mobile office: new systems 
can monitor wireless and 
remote devices, as well as 
office-based ones.

For small to mid-sized 
businesses, especially, this 
streamlined and relatively 
low-cost security solution 
is a natural fit. Another ad-
vantage is flexibility: both 
Conway and Hayden advised 
businesses considering UTM 
to check that the provider is 
still evolving, and not just 
selling a static, soon-to-
be-outdated product. There 
should be tiers of application 
control, quality of protection 
and support options on of-
fer, as well as the option to 

increase security measures 
in future when the business 
scales. “Organisations need 
to look at the vendor and look 
at their roadmap,” said Con-
way. “You’re going to need 
something adaptable. Ask 
yourself, are they actually 
developing as opposed to 
having a product that’s just 
sitting there?”

Hayden said of Sophos: 
“How we deal with chang-
ing threats is by changing 
ourselves too. We’re looking 
at addressing threats with 
different components within 
one system, as well as how 
these components can work 
more intelligently together.” 

Look for options and flex-
ibility, as well as a solid rep-
utation among independent 
researchers such as Garnter’s 
Magic Quadrant market re-

search reports. There’s a ver-
sion of UTM to suit everyone, 
so don’t settle for something 
that isn’t perfect: “If you find 
you’re having to shoehorn a 
solution into your business, 
then that solution isn’t right 
for you.”

For businesses in the tech 
sector, especially, change can 
occur in the blink of an eye. 
One day you might be scaling 
to take on America, the next 
you might dial things back for 
a ‘lifestyle business’. A good 
UTM system should be cus-
tomisable, evolving to cater 
to changing needs as well 
as unknown future security 
threats. Conway described 
the modern UTM device as 
like a smartphone: you might 
have signed up for the hard-
ware, but you will have gone 
through several very differ-

ent versions of the software 
by the time you finish your 
contract. “The security you 
buy for today will only work 
against today’s threat. You 
need security for the threat 
that’s tomorrow.”

He summarised their ad-
vantages and the dramatic 
change UTM has experi-
enced: “There was a time 
when UTMs didn’t do a 
whole lot, but they’re more 
sophisticated now. They’re 
well thought out, well devel-
oped, well designed . . . If you 
take virtually any element 
of a UTM, it’ll be as effective 
as any individual solution in 
that space.” Find the right 
version of the right product 
for you, and you won’t just 
save time and money: you’re 
effectively future-proofing 
your business.

Róisín Kiberd looks at how UTM is becoming an 
increasingly sophisticated form of security
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