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rendan Martin, sales 
director at business 
telecommunications 

provider Airspeed Telecom, 
said it’s important to get the 
technical side right, but also 
to understand how users 
should — and do —interact 
with technology. And how 
users should, and how they 
do are not always the same 
thing.

“From our perspective, 
we offer customers cloud-
based solutions and we com-

bine that with leased lines. 
This means things don’t go 
through the internet, which 
is a good start,” he said.

“The big issue I see for peo-
ple is not so much the quality 
of the firewall or universal 
threat management, but ed-
ucation of the staff and user 
behaviour. The key thing is 
the ability of the integrator 
to configure the firewall to 
their specific requirements 
and improve the skill-set of 
the user base.”

Airspeed works to opti-
mise security, including by 

working closely with its own 
suppliers, but users need to 
be aware of behaviours that 
will compromise security, 
right down to the level of 
passwords, which should 
be high quality and changed 
regularly.

Even today, despite years 
of warnings, users can make 
security errors. “I’ve seen 
people open email attach-
ments from unknown ad-
dresses. You have to make 
them aware of it. Someone 
will get an email purportedly 
from their bank, the Revenue 

Commissioners or PayPal, 
and click on it — and then 
it’s too late,” said Martin.

As a result it’s important to 
get past the simplistic “we-
need-a-firewall” box-ticking 
mentality.

Sometimes stringent mea-
sures are necessary: “We 
have some customers that 
will deploy a sandbox that 
will run every executable 
that comes into the compa-
ny. This takes time, but it’s a 
surefire way to deal with it, 
but it requires investment.

“Our view would be, block 

everything and then decide 
what you want to let through; 
that’s the safest way. We’ve 
had customers come to us 
and we see their firewall con-
figuration has become quite 
porous.”

To ensure security from 
end to end, Airspeed per-
forms workshops with cli-
ents. “Typically we’ll provi-
sion a couple of days where 
our people will sit down with 
the customer and go through 
a series of questions about 
what they need and what 
they need to lock down.”

eeping data in the 
cloud is convenient 
and cost-effective, 

but it opens up many vectors 
for attack, including some 
that many businesses may 
not have fully considered.

Brendan McPhillips, 
co-founder of Asystec, which 
now has bases in Limerick, 
Cork, Dublin and Belfast, says 
the company’s work runs the 
gamut of cloud services and 
data management.

“We have four pillars: one 
is looking at software-de-
fined data centres based on 
the VMware stack; one is a 
traditional storage solution; 
one is data security; and one 
is our analytics practice. We 
have a very low-risk ap-
proach for customers to dip 
their toes in analytics,” he 
said.

“We’re not a traditional 
anti-malware, anti-virus or 
firewall provider. We’re in 
the non-traditional space of 
looking at next generation 
consultative work, and obvi-
ously the cloud forms a large 
part of that.” 

Indeed, with the cloud, 
businesses are now taking 
radically new approaches 
to IT. It’s cheaper to buy in 
resources than build infra-
structure, but businesses 
need to step back and ensure 
they have a full analysis of 
what that means for security. 
Data retention policies are a 
key part of this.

“We ask them to make sure 
they don’t leave the crown 
jewels in an area over which 
they don’t have control, and 
to ensure their engagement 
with their cloud service pro-
vider can isolate and remove 
data rapidly. We also ensure 
they always have the right to 
audit,” said McPhillips.

Understanding of cloud 
security varies according to 
business type and size, he 

said. “The multinationals 
are getting there, but there 
are still lots of challenges 
around integration of secu-
rity products and their own 
infrastructure.”

It’s not just a technical 
issue, though. Geopolitics 

comes into it too.
“The other issue is under-

standing where your data is 
actually residing, particular-
ly with the PATRIOT act. We 
have a lot of non-US custom-
ers who are averse to moving 
to Microsoft and those kinds 
of environments [for that 
reason],” said McPhillips.

Unconsidered questions 
could be as banal, but vital, 
as what happens if a disk 
fails? Who destroys it — and 
where? 

“Your data potentially 
could be compromised if an 
old hard disk is shipped off 
to a foreign country.”

McPhillips has one simple 
message to hammer home, 
though: “Not all your data is 
the same. Some information 
is more important than other 
information,” he said.

WHERE IS THE CLOUD?

Beware of all lines of attackso often a source of pain for 
the IT department.

“We’re now seeing com-
panies running a sandbox 
or virtual machine on the 
phone, so if anything hap-
pens to the phone you can 
just pull it.

“Solutions like CheckPoint 
Capsule create a little app on 
your phone, which is a virtual 
machine where your email, 
calendar and file shares sit. 
If you lose the phone, you 
make contact with work, 
they disconnect the account 
and when the app is turned 
on nothing happens. If em-
ployees leave, you just turn 
off the app,” he said.

But whatever about the 
technology, robust cloud 
security comes back to the 
human factor, according to 
Smarttech’s Murphy.

“In my experience, the 
best-of-breed technologies 
will only give you 70 per cent 
protection. A CIO from one of 
Britain’s leading banks even 
put that figure as low as 55 
per cent.

“You have to accept that the 
security challenge is over-
whelming and you need to 
train your staff. It’s all about 
awareness, common sense, 
understanding the use of 
passwords and the links you 
click on.

“I have penetration testers 
and if they want to hack into 
somewhere, they will. You 
can’t stop them. I see it first 
hand and a lot of people won’t 
acknowledge that the prob-
lem is that serious, but it is,” 
he said.

mediately shut down a device 
if there’s a threat,” he said.

Contracting external, spe-
cialist security consultants 
seems to be on trend and 
for good reason, according 
to Michael Conway, director 
with IT security distributor 
Renaissance.

“If you’re internal, your fo-
cus is internal and you tend to 
get insulated from the wider 
threat landscape. Other con-
sultants who are working 
with different clients and in 
different environments are 
exposed to much more. They 
know what your peers are 
doing and they’re in a better 
position to take the appro-
priate steps.

“Security is continuing to 
change. Even very large or-
ganisations with specialist 
security teams should have 
someone to advise, guide and 
educate them,” he said.

Not all your data 
is the same. Some 
information is more 
important than 
other information
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t’s easy to assume 
that security tech-
nologies will keep 

us safe from nameless, face-
less hackers who trawl the 
internet looking for software 
vulnerabilities to exploit. But 
nothing could be further 
from the truth.

Security is underpinned as 
much by user behaviour as it 
is by the technology solutions 
that enforce it.

The primary issue with 
cloud adoption is identity 
access management, accord-
ing to Ronan Murphy, chief 
executive with IT security 
specialist Smarttech.

“Assuming you are using 
best-of-breed products, such 
as Microsoft Azure, AWS or 
Salesforce, companies have a 
challenge to effectively lock 
down access to that data.

“Employees will generally 
access these systems from a 
plethora of different locations 
and devices. What happens if 
the employee has their cre-
dentials stolen or the device 
stolen or if they are fired? 

Who manages that access 
and who has clear visibility 
into when and where data is 
being accessed and exported 
from the cloud?”

Murphy cites hotel wifi 
networks as a particular 
source of risk, where busi-
ness professionals regularly 
access cloud information 
and enterprise computing 
resources.

“There’s probably a 50 per 
cent chance that someone is 

looking at your data if you 
connect to a public wifi. It’s 
happening in Dublin tonight 
— it’s happening everywhere.

“If someone attacks the 
wireless network and you’re 
just googling information 
you’re fine. But if you start 
putting in confidential us-
ernames and passwords and 
your system isn’t up to date, 
they can be easily intercept-
ed. Now, somebody you don’t 
know is accessing your data 
and the cloud service provid-
er is not aware of it.

“The provider has set up 
very advanced architecture, 
done a great job protecting 
your from denial of service 
(DOS) attacks and patched 
everything, but what if 
someone legitimately has the 
username and password to 
get in?”

It’s a concern echoed by 
other industry stalwarts, in-
cluding Bill Lucchini, senior 
vice-president with cyber 
security specialist Sophos 
Cloud.

“In terms of public cloud, I 

would argue that the focus for 
all organisations should be on 
the basics. So many compa-
nies start to think about the 
more advanced threat pre-
vention solutions they might 
put in place, but at the same 
time they don’t think about 
employee password manage-
ment. Too often employees 
will set simple passwords 
or write or share passwords 
between employees.

“We do a lot in advanced 
threat protection, which is 
important, but if a company 
is not taking the basic pro-
tections of making sure they 
have mobile device control, 
endpoint protection on every 
machine, effective policies at 
the firewall — none of the ad-
vanced activities are going to 
matter. Basics like that have 
to be covered and credential 
theft is a big problem in pub-
lic cloud,” he said.

Spear phishing attacks 
against certain organisa-
tions are also on the rise, 
according to David Keating, 
security sales manager with 
security solutions distributor 
Data Solutions. “The threat 
landscape does seem to be 
fairly targeted against certain 
businesses in the last two to 
three months in particular. 
Perpetrators are doing a lot 
of social engineering and are 
targeting emails from CEOs to 
CFOs, which people would 
open without even thinking,” 
he said.

But organisations are also 
starting to deploy solutions 
that address the issue of mo-
bile access to cloud resources, 

here’s nothing like 
money to focus the 
mind. And financial 

fraud is one of the biggest 
motivators behind IT secu-
rity breaches.

In its recent global survey 
of 5,500 executives across 26 
countries, security software 
developer Kaspersky Labs 
reports that 60 per cent of se-
curity-related incidents can 
lead to or may be related to 
financial fraud.

And with the stakes so 
high, companies are looking 
to managed security service 
providers, such as PFH Tech-
nology Group, to help them.

“If you’re reliant on your 
own internal security, you 
have to keep training and 

re-training staff,” said Chris 
Casey, services director with 
PFH Technology Group.

“Every day you wake up, 
there are more threats out 
there. Simply bringing in a 
consultant to tell you what to 
do and then doing it yourself 
is very difficult. Outsourcing 
is evergreen.”

Casey points to the fact that 
security issues often occur 
at the customer’s own end 
point.

“That’s where you have to 
focus your efforts — devices, 
web filtering, mail filtering, 
firewalls, anti-virus — all 
those things that are car-
riers of security risk. Many 
organisations prefer to hand 
over that security element to 

a third party that provides a 
full managed security ser-
vice with central deployment 
consoles,” he said.

Reflecting this surge in de-
mand for turnkey cloud ser-
vice solutions, BT Ireland has 
just launched Cloud Com-
pute, cloud infrastructure as a 
service with a security wrap 
which, according to Barry 
McMahon, data centre and 
cloud proposition manager, is 
experiencing a strong uptake 
in the market.

“We’ve just added our data 
centre in Dublin’s CityWest 
to BT’s 22 other footprints 
across five continents. Now 
we can provide co-location, 
managed hosting, private and 
public cloud all under the one 

roof and all connected and 
managed via a single portal.

“If you’re sitting in Ireland 
and you have offices in the 
US, Brazil and South Africa, 
you can log on to the portal 
with all 22 global zones listed 
and provision infrastructure 
from that single portal. You 
can manage it and monitor 
all your finances through a 
simple console, but there’s 
huge complexity behind it 
to get it to that stage.”

McMahon sees the market 
evolving where more public 
cloud is being consumed. 
Customers want the flexi-
bility of getting someone like 
BT to drive that for them or 
to drive it themselves.

Pat Larkin, chief executive 
with dedicated information 
security specialist Ward 
Solutions, acknowledges that 
most organisations cannot 
source, retain or develop the 

full set of information secu-
rity skills, resources and ser-
vices that they require.

“In our experience, 
third-party security service 
providers like Ward Solutions 
are definitely a ‘need to have’. 
Mature organisations have 
recognised this and have 
moved to what we would 
call a security programme 
approach.

“They retain a small set 
of core skills and resources 
that are important or crit-
ical to their organisation — 
for example, governance and 
risk management, and they 
have a structured approach to 
outsourcing the less critical 
or more highly specialised 
services like security op-
erations, managed security 
services and security audit 
and testing.

“Because of the skills re-
quired and the need for deep 

levels of trust and under-
standing of an organisation’s 
business to gain maximum 
value and protection, the 
outsourcing arrangement is 
structured more on a com-
mitted partnership basis 
between customer and sup-
plier/s than the more com-
moditised basis on which 
many IT outsourcing and 
off-shoring is done,” he said.

Casey sees a shift in focus 
from the data itself to the 
devices that are being used 
to access it.

“Monitoring and mea-
surement are the big items 
that people want to see. How 
many devices are accessing 
resources or what are they 
being used for? Mobile device 
management and remote 
wipe is starting but there’s 
still a low level of awareness 
out there. Our Network Op-
erations Centre staff can im-

Under-threat firms are calling in the cavalry
Faced with an increasingly sophisticated threat 
landscape, many companies are using third-party 
expertise to secure their cloud-based assets
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CLOUD SECURITY IS 
ONLY AS STRONG AS 
ITS WEAKEST LINK
Security breaches are often facilitated by irresponsible 
user behaviour and not poorly designed technology 

There’s probably a 
50 per cent chance 
that someone is 
looking at your 
data if you connect 
to a public wifi

Ronan Murphy, chief 

executive, Smarttech


