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Web-borne threats
Security watch

eb-borne threats have been a hot 
topic in IT security of late. After the 
release of figures showing an average 

penetration rate of 75 per cent, it is clear that 
malware detection technology is falling short 
in defence. With the help of industry leaders, 
we take a look the reasons behind this surge 
in web browser attack, the difficulties in de-
tecting and, importantly, possible solutions 
to this growing epidemic.

Financial and reputational damage aside, 
if you fail to pay attention to the threat of 
web-borne intrusion specifically, your entire 
IT security strategy is at risk.

the growth of web-borne 
threats
The last 12 months, as mentioned, has seen 
a rapid increase in attacks targeting the web 
browser, an area of your IT set-up often 
thought of as a weak spot or certainly less 
secure than your internally managed ap-
plications.

There are a number of reasons for this. Most 
notably it’s the increase in internet traffic and 
our exposure of data in the advent of cloud 
computing. This teamed with rapid advances 
in intrusion techniques means that business-
es really do have to be constantly on guard, 
aware of the latest victims and informed on 
the best methods of defence.

The threat of malware infection has moved 
significantly from email-borne to web-borne. 
Traditionally, organisations have felt their 
users browsing unacceptable websites more 
vulnerable than supposedly safe ones. “This 
is not actually true, however, in that many 
legitimate websites are not protected very 
well and are vulnerable and in fact carry a 
risk of infection to visitors to these sites,” said 
Michael Conway, director at Renaissance.

the challenge for patching
Memory-based techniques are still the most 
favourable point of intrusion. Rich and in-
teractive web-based applications such as 
flash and java pose a huge risk of bugs and 
vulnerabilities. Avoiding the use of these isn’t 
the answer. Lars Meyer, technical director 
at Palo Alto Networks, said that what we 
need are solutions like Palo Alto Network 
Traps, which stops malicious code exploiting 
software vulnerabilities. The memory-cor-
rupting exploit techniques that were used 
in the past to exploit java are still used today 
to exploit flash, but they’re getting far more 
sophisticated, presenting a huge challenge 
for the defence.

The strength of this method also poses an-
other great challenge for organisations which 
is patching. It is often questioned why is it 
suddenly important to patch a vulnerabil-
ity when it has existed for a long time but, 
according to Conway, the answer is simple. 
“Once a vulnerability is exposed, it is likely 
to offer the bad guys a greater chance of in-
fecting or compromising a system because 
of the delays in patching and protecting the 
systems”.

Browsers are waking up to this fact and 
we have seen active countermeasures being 
taken. Chrome and IE are updating Flash in 
the patch bundles and disabling plugins with 
known vulnerabilities, not relying on the 
user to perform them. “Firefox is performing 
auto updates to address vulnerabilities and 
not rely on the user to perform them,” said 
Angela Madden, managing director at Rits 
Information Security Specialists.

There is also a dark geopolitical context to 
these breaches. China and the US have seen 
an increase in the number of attacks on each 
other’s websites in recent months. The placing 
of backdoors into software and websites to 
gather more information on each other is 
common knowledge and Madden said that 
“there is a possibility this behaviour goes 
on between organisations and competitors 
in Ireland, with web-borne activity, we just 
don’t know.”

One web-borne activity that Madden and 
her team have been able to track in recent 
months is phishing. In Ireland, phishing at-
tacks are much more sophisticated than the 

more traditional emails “New emails will 
now be well written, contain specific per-
sonal details and appear very realistic in their 
request for money transfers.”

The challenge in tackling this is two-
pronged. Awareness and education across 
the board will be essential from employees 
out to customers so that they know how to 
identify these scams and act upon them. From 
a business operation’s point of view, there will 
need to be a degree of reforms to processes 
so that they aren’t reliant on email when it 
comes to money transfer. Madden said that 
we need to get back to old fashioned controls 
to a certain degree such as challenge and 
response codes and redirect sensitive data 
transfer away from the open system.

web-borne threats in the 
cloud
The increase in cloud-based communica-
tions has opened up the threat landscape 
even further. Cloud computing still merits 
scale, service elasticity and the opportuni-
ty for additional revenue streams, enabling 
companies to far more rapidly roll out new 
services to customers.

All of this virtualisation and information 
sharing may come at a price: data security 
and by extension, increased vulnerability to 
web-borne threats. As the economy continues 
to push corporations to stretch already thin 
resources, cloud computing will continue 
to see a rise in demand. Businesses won’t 
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necessarily favour security over productivity 
and abandon the cloud, but they will certainly 
adopt a more holistic regime going forward.

Organisations will actively seek approaches 
and technology that will enable more secure 
use of cloud offerings while adhering to inter-
nal and external mandates for data protection.

While working in the cloud and sharing 
your data you are putting yourself in danger 
from an IT security perspective. The cloud 
also presents opportunity from a defence 
perspective with a number of developments 
forecast for the coming months. Significant 
advances in cloud-based threat intelligence 
will help to prevent attacks instead of just 
detecting them and also provide more insights 
on what is behind a specific malware to better 
understand the risks it carries.

“A key differentiator between security 
vendors will be their capability to identify 
new malware and deliver protections to their 
customers in minutes rather than days,” said 
Meyer at Palo Alto. This is a huge opportuni-
ty for vendors to step up their offering and 
compete to become best of breed in the area.

Cloud activity whether in defence or of-
fence will be central within IT security and 
specifically web-borne threats.

Liam Halpin, general manager at Dell Ire-
land, said: “Some companies will look to 
implement their own internally managed 
private clouds. Others, due to cost constraints, 

will continue to look at public clouds such as 
those offered by Microsoft.”

For those maintaining a presence on open 
clouds, security teams whether internal or 
outsourced will be forced to re examine ex-
isting security policies and to incorporate 
security controls with an eye toward three 
key areas: user and data centric access con-
trol, identity management and encryption.

Financial gain the end goal
When it comes to deciding best defence 
against attack, it’s important that the team 
is clear on what exactly they are defending 
themselves from.

Conway puts it quite simply: money.
“Bad guys will rarely be motivated by the 

destruction of data or economies, financial 
gain will be the end goal.”

Money and the making of money doesn’t 
necessarily mean fending off a complex, 
targeted attack but frequently we are seeing 
socially engineered attacks resulting in losses 
or fraud.

Cybercrime is a huge business. One of the 
most high profile hacks in recent months was 
the Sony Pictures Entertainment case, with 
a final cost of investigation and remediation 
in the region of $15 million. The case of US 
retailer Target dwarfed this. It was reported 
that financial institutions alone spent over 

$200 million in response, replacing millions 
of credit cards where data had been com-
promised.

These are well-publicised examples of IT 
security breaches at play, but there are hun-
dreds and thousands of similar smaller hacks 
going on every day. There is now even greater 
risk than at the time of these two cases as 
we have become more open and software 
has advanced, so the unfortunate reality is 
not if but when the next case will come to 
our attention.

the difficulty in detection
It is becoming more and more difficult to de-
tect and locate threats. Although technology 
is becoming more sophisticated in terms of 
preventing cyber attacks, “we must continue 
to layer security controls to protect ourselves, 
not one solution will prevent all attacks,” 
said Madden.

Intelligence is being developed by leading 
vendors and there will soon be a divide be-
tween those who can develop and deliver it 
and those who can’t. 

“We believe that we will see a fundamental 
shift with many of the leading household 
names in data security losing their position 
and many of the smaller ones disappear-
ing altogether,” said Conway. This forecast 
means that vendors will really have refine 
their offering and we could see some sur-
prising fluctuations in market leaders over 
the next few months.

As mentioned earlier, there has been a big 
increase in managed services in IT security 
for companies that realise the necessity of 
utmost protection but can’t run it at optimum 
level themselves.

Halpin references Dell’s own Microsoft 
business Dell Secureworks and the results 
of “76 billion cyber events analysed daily 
and, in 2014, 1.78 billion malware downloads 
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blocked”.This shows not only the scale of 
activity, but the scale of the problem.

No technique will provide 100 per cent 
security. As shown in a recent white paper 
‘Beating the IPS’ by SANS institute, every 
intrusion prevention system from any ven-
dor can be evaded. Visibility and control in 
combination with different threat prevention 
techniques provide a multi-layered and best 
possible defence. The ‘magic sauce’ solution 
puts all of these elements into action “Visi-
bility through SSL, implementing a zero trust 
architecture and limiting malicious activity” 
said Meyer.

the price of human error
No technology provider can eliminate the 
possibility of human error. Recent statistics 
reveal employees being responsible for more 
than half of all IT sabotage cases. The weakest 
link in the information security chain is the 
end user.

Technical and sophisticated operational 
controls can be circumvented if the user sur-
renders valuable information. This is particu-
larly the case with web-borne threats. Users 
are asked to perform a normal task such as 
open a PDF document and here attackers 
access the data or encrypt it on the users 
machine or on network shares. “The growth 
area is most definitely around getting the 
vulnerability to look as normal as possible 
to the user,” said Madden.

your team can be the best 
defence strategy
There is, however, the opportunity for your 
people to be security assets rather than lia-
bilities. Through sustained security education 
and awareness as well as automation and 
governance, companies can transform their 

employees into intelligence-aware security 
assets. Developing this culture of compliance 
can promote a workforce that actually acts as 
stewards of your IT infrastructure.

Social engineering and targeted attacks 
exploit the good nature and understanding 
of individuals. It is growing in sophistication 
and education is the cornerstone of the fight 
against this. “User education and awareness 
along with technologies are essential to create 
protections from social engineering threats,” 
said Conway.

Halpin outlined Dell’s four fundamental 
solutions that organisations can deploy to 
address these common and serious human 
errors. “Employee awareness training, com-
prehensive access and identity governance 
training, mobile and endpoint security train-
ing and networking security training.’’ All of 
these include a specialised focus on privileged 
accounts/users, encryption and user-trig-
gered security lapses. These are important 
elements on top of the core exercises to ensure 
that all bases are covered.

the newest methods of 
defence
Traditional techniques such as anti-virus and 
web filtering will maintain presence, but it’s 
important that there is continued develop-
ment and implementation of layered security. 
One example of new technology in the area is 
Microsoft’s Enhanced Mitigation Experience 
Tool (EMET). “It provides the capability to 
define the type of executables and operating 
systems that you want to protect against with 
a focus on zero-day exploits,” said Madden.

Halpin said he is cautious on whether even 
the most innovative new defence mecha-
nisms can out smart attackers. “Threat actors 
study best practices and design ways to get 
around them, so the more pervasive the best 
practices, the more likely to be targeted and 

eventually overpowered.”
Conway, however, is hopeful about the next 

generation of defence mechanisms and pre-
dicted a widespread roll-out of a more refined 
security product in the coming months.

“Web-based technologies such as Cen-
sornet which enable the easy deployment of 
policies which can be deployed for in house 
or mobile users and offer them a heightened 
level of protection.”

Palo Alto has started to conduct proof of 
concepts where it places its Next Generation 
Firewall in parallel to the customer’s existing 
security solutions to show them the malicious 
activity on their network that they weren’t 
aware of. This cross-checking of software is 
quite a new phenomenon in security tech-
nology, but its use is holding weight. “We 
have not seen a single company that doesn’t 
have malware on their network,” said Lars 
Meyer. On the top methods of defence “SSL 
decryption is one of the most fundamental 
threat-prevention techniques as attackers are 
increasingly using SSL to evade detection in 
the network,” said Meyer.

Looking ahead
There is blanket agreement from our three 
contributors that with data sharing becoming 
more intensive, web-borne attacks will be 
an area of concern over the coming months. 
Sophisticated threats will break down inad-
equate barriers of defence. The key message 
for businesses and private users is to defend 
as much as resource constraints will allow.  

Utilise new web protection technologies 
and manage patching. This along with edu-
cation and training of your team and overall, 
a close eye on developments in the area, will 
put you in the best position for defence.

Comprehensiveness, effectiveness and 
simplicity of goals and strategy will be the 
key cornerstones in the fight against web-
borne threats.

smarter skills in association With next generation recruitment
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Employee awareness training, 
comprehensive access and 
identity governance training, 
mobile and endpoint security 
training and networking 
security training all ensure 
that all bases are covered in 
defending a company’s security
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