
The very worst time 
to find out that your 
business continuity 
plan is fundamen-
tally flawed is when 

you most need to rely upon it. 
That’s self-evident, perhaps, 
but according to Michael Con-
way of Renaissance, a surpris-
ing number of companies 
are happy to have a business 
continuity plan (BCP) tucked 
away untested in a drawer.

And despite generally im-
proving awareness levels in 
the importance of good plan-
ning, he said that there is still 
a major divide between those 
organisations that embrace 
the idea, and those that see it 
as an impediment to getting 
on with business. 

“Business continuity has 
matured somewhat, in that 
most sensible organisations 
have some understanding of 
what it’s about at this stage. 
But there is a difference be-
tween those companies that 
are regulated and those that 
aren’t,” he said. 

“Unregulated businesses 
with good continuity plans are 
doing what they think they 
need to do in order to protect 
their business and its conti-
nuity – and that’s fantastic. 

“But many regulated organ-
isations with an obligation to 
have a BCP aren’t always so 
engaged.”

Just because a company is 
legally obligated to maintain 
a robust business continuity 
plan doesn’t mean it’s neces-
sarily doing it well. “You will 
always get some companies 
that do things better than oth-
ers, so it’s really the complete-
ness and effectiveness of what 
they’ve done that matters. A 
company that has just ticked 
the boxes in terms of putting a 
plan together will never be as 
well protected as a company 
that has truly proactively en-
gaged with the process,” said 
Conway.

“Among those doing it well, 
we are seeing the emergence 
of a culture that is embracing 
the emerging internation-
al standards in the form of 
the BS25999 and ISO 22301 
methodologies. These are 
the standards that regulated 
organisations are typically 
working towards, and they’re 
very effective.”

A complete business con-
tinuity planning exercise 
involves an entire process, 
taking in risk analysis and 
the impact that business in-
terruption would have on a 
business. This is then used to 
decide on policy. 

“Many companies have 
done this fairly well. But an 
area where there is room for 
improvement is in the actual 
depth and breadth of the exer-
cise and, crucially, the testing 
that it does,” said Conway. 

“It’s very easy to go into 
an organisation and identify 
what it should be doing. We 
can agree what it should do 
and document the process, 
but that’s different from the 
reality of what will happen 
if it actually suffers a disaster 
and has to try to recover its 
business. 

“A plan is not enough, be-
cause things might not happen 
the way it thinks they will. 

“Another comparable or-
ganisation could go through 
the exact same process, but 
do it with more conviction, 
understanding and commit-
ment, and as a result it would 
get a different result. In the 
event that it needs to action its 
plans, how it fares will depend 
on how much its bought into 
the process.”

According to Conway, it’s 
extremely important to test 
a BCP robustly before being 
confident that it will work. The 

company needs to have a con-
crete and thought-through set 
of expectations of what will 
allow it to continue to operate 
through a problem. 

“For example, a company 
might decide it wants to have 
its email systems back up and 
available within six hours of a 
major problem, and then put 
in place the appropriate back-
up and recovery strategies to 
allow that to happen,” he said. 
“But what does that actually 
mean? Without testing it, it 
might not realise that many 
people in the company prob-
ably depend on their inboxes 
to allow them to continue 
working. That could be six 
hours where no business can 
be done.”

Communications break-
downs between the IT depart-
ment and the business side 
of the company like this are 
common, stemming from the 
fact that people often use the 
technology at their disposal 
in unique ways. 

“If you look at the docu-
ments and it says six hours 
has been identified as an ac-
ceptable time, and the tech-
nical people have agreed it’s 

achievable, you might feel 
prepared. But if you test that 
back-up function, you might 
find you can’t actually func-
tion without mail at all,” Con-
way said. “If you don’t test it, 
with all the inconvenience 
and cost attached to that, you 
won’t know.”

According to Conway, 
having the right advice can 
save companies a potentially 
enormous headache in this 
area. “The biggest differenti-
ator between companies that 
are properly prepared in our 

experience is whether it has 
validated its plans, run exer-
cises, and then reviewed and 
maintained those plans using 
the information it has gained 
in the process,” he said.

In the business continuity 

management lifecycle, you 
have to take into account 
analysis, design, implemen-
tation and validation as the 
core elements. It’s the vali-
dation part that drives back 
to the analysis.

“This is very different from 
having a document on a hard 
disk that just contains an out-
line of what you think you’ll do 
if things go wrong as a means 
of appeasing a regulator. Or-
ganisations that are regulated 

are increasingly finding that 
this isn’t enough. The regu-
lators are smart people and, 
in most cases, they are now 
aware that a raw document 
outlining an untested plan just 
isn’t enough,” said Conway.

In the world of business continuity, it’s not 
enough to have a plan – it has to be tested 
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The only 
good plan is 
a tested one

You will 
always 
get some 
companies 
that do things 
better than 
others, so 
it’s really the 
completeness 
and 
effectiveness 
of what 
they’ve done 
that matters

Michael Conway, 

director of Renaissance


